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About this Document

This document explains the configuration after powering up. The Web GUI usage for AWS loT

provision and Basic Station provision.

Required Equipment

e MiniHub Pro
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Onboard LoRaWAN Gateways

e Step1.
Click “Add gateway”

aWS, Services v Resource Groups £ Fred Smith v Oregon v Support v

- AWS loT > Wireless connectivity Get started (6]

Get Started i

Onboard LoRaWAN gateways and devices

AWS loT Core for LoRaWAN connects LoRaWAN gateways and devices to AWS cloud. Using the AWS IoT console, you can add LoRaWAN gateways and devices to
connect them to the AWS IoT Core and Sailboat will manage the LoRaWAN Network Server (LNS) and underlying infrastructure.

®
=0¢ Gl

Step 1: Add a gateway Step 2: Add a device

Gateways connect devices to AWS loT Core so that end-devices that sense Devices in the network are not linked to a specific gateway and can send
data can send it to AWS. Add a LoRaWAN gateway to configure it for AWS IoT. data to multiple destinations. Add an end-device to configure AWS loT
After you add the gateway, you can continue to Step 2 and add an device. Core to receive its messages directly. Learn more [4

Learn more [4

Feedback (@ English

9, Amazon Web Services, Inc. or its affiliates. All rights reserved. Privacy Policy Terms of Use
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e Step2.

Select “Gateway provided by AWS loT Core Qualified Partners”. Input
GatewayEUI, Radio Frequency, Gateway name(Optional), Gateway description(Optional)

and click “Continue”

Services v Resource Groups v *

1]l

AWS loT > Wireless connectivity > Get started

Step 1 i

Re;ister gateway Reg ISter g ateway nfo
Step 2

Configure gateway

Gateway type

O Gateway provided by AWS loT Core
Qualified Partners
Your gateway's package has an AWS logo

Q AdminAcess/chonguo-Isengard... ¥ Oregon v Support ¥

Not an AWS Qualified Partner gateway
Your gateway did not come from AWS qualified
partner. You can configure it manually

Ll

(== aws

Gateway registration settings info

GatewayEUI
1223344556677889

A 16-digit alphanumeric code found on your gateway

1223344556677889

Reenter your gatewayEUI to confirm your gateway

Radio Frequency
Select the LoRa frequency bands the gateway will be deployed in

Us915 v

Gateway name - optional
nter a descriptive name to make the gateway easier to locate

GW Test

Gateway description - optional
Test GW for Private LPWAN

Associate a thing info

o Associate a Thing with your gateway
We will automatically create a unique Thing for you. Adding things to AWS registry allows you to manage and search fo

gateways more eas

Exit get started m

@ Feedback @ English (US)

© 2008 - 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved. Privacy Policy Terms of Use
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e Step3.
Configure Gateway. Please refer to the next chapter. Click “Continue”

aW§ Services v Resource Groups v * L AdminAcess/chonguo-Isengard.. ¥  Oregon ¥  Support ¥
= AWS loT > Wireless connectivity > Get started ®

Register gateway

Step 1 Configure gateway o

ur gati r ered witt VS loT. You must complete these steps by logging on the local gateway GUI providec
Step 2

G Gy your vendor to cor e g sett befol C m;

Configure on local gateway network
— —

US 902-928
= = LoRaWAN for

— AWS loT Core EU 863-870

Step 1: Connect to your gateway's Step 2: Choose LoRaWAN for Step 3: Choose your RF region
local network AWS loT Core

US 902-928

How to connect [4

@ After you add the gateway, it can take up to XX minutes to complete the configuration. To view your X
gateway visit the “Gateway” section in the navigation You can onboard devices while waiting.

Exit get started m

@ Feedback (@ English (US) 08 - 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy Policy  Terms of Use
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Configure the Gateway(Web Provision)

Connect to Web GUI

The device can run as WiFi AP mode or WiFi Station mode. When the device is in the initial
state, such as first boot-up time or after reset-to-default. It will run with the WiFi AP mode. That
means it accepts any WiFi client to connect to it.

You can find the SSID MiniHubPro-XXXXXX in the WiFi site-survey list. The suffix 6 characters
are the last 6 hex string of WiFi MAC address. The password is in the back label.

T 4 #0421

T . #9420

.

MiniHubPro-3F2E34

)

browan@3F2E34

..})

BT EE
—_ HRETTR
*a | MiniHubPro-3F2€34
“a

.

o
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After connecting to MiniHubPro-XXXXXX AP, it will open the setup page. If web page doesn't
open automatically, please use Firefox or Chrome to open 192.168.4.1 manually.

7 = .l # i4:24

@D 192.168.4.1 :

MiniHubPro Setting

Configure AWS & LoRa Setting

ADD (HIDDEN) SSID

Copyright 2022 Browan Co., Ltd. 8
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AWS & LoRa Setting
Click "Configure AWS & LoRa Setting" to open the setting page.

$ 4:24

C c 2] l'l

@b 192.168.4.1 :

MiniHubPro Setting

Configure AWS & LoRa Setting

ADD (HIDDEN) SSID

Copyright 2022 Browan Co., Ltd. 9
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There are two parts, one is for AWS, and another one is for LoRa. Please configure your setting
and click the "Save" button at the bottom. If you don't want to change any setting, please click
the "Cancel" button at the bottom.

@ 192.168.4.1 @ : LORA NETWORK SERVER (LNS)
CUPS Enable: ~
AWS & LNS Setting
CUPS
Type: @ Boot Regular
GATEWAY MAC
CUPS URI;
246F283F2E34 hitps://s2.sm.tc:7007
AMAZON WEB SERVICES (AWS) CUPS Trust:  (installed)

Browse.. No file selected.

CUPS CRT: (installed)
Browse... No file selected.
AWS loT Endpoint Thing Name: CUPS Key: (installed)
7EDB626E1B Browse... No file selected.

AWS loT Endpoint URI:

aZbpldx3pawckp-ats.iot.us-east-1.am

Certificate: (*.der)

Browse... No file selected.

Private Key: (*.der) LNS URI:
Browse... No file selected.

LNS

LNS Trust:  (non-install)

LNS CRT: (non-install)

LNS Key: (non-install)

Cancel Save

Copyright 2022 Browan Co., Ltd. 10
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WiFi Setting

Choose one of the WiFi AP which you prefer to connect to the internet. You also can add SSID

manually by yourself on this page. After that, the MiniHub Pro will store the connection
information and switch to the WiFi Station mode.

o=
T e

= all *# 4:24

db 192.168.4.1

MiniHubPro Setting

Configure AWS & LoRa Setting

ADD (HIDDEN) SSID

Copyright 2022 Browan Co., Ltd. 11
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LED Behavior
Colors  Blink Pattern ~ Mode ~ Stats

Green

Green

Green

Green/
Orange

Orange

Orange
# Note:

Blinking 1 sec

Blinking 1/4 sec

Solid

Blinking 1/4 sec

Blinking 1/4 sec

Blinking 1 sec

WIFI_STA

WIFI_STA

WIFI_STA

WIFI_STA

CONFIG

CONFIG

WIFI_STA is WiFi Station Mode
CONFIG is Configuration Mode

WiFi station not connected

WiFi station connected, establishing the connection
to LNS, configuring radio

WiFi station connected, Sta is connected to LNS,
radio listening

WiFi station connected, CUPS transaction in
progress

Al

s Note: Do not unplug device in this state

Scanning WiFi networks, setting up configuration
AP

Configuration AP active

Copyright 2022 Browan Co., Ltd.
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Onboard LoRaWAN Devices

e Step 1.
Click “Add device”

aWS, Services Vv Resource Groups Vv

£\ Fred Smith v Oregon v Support v

- AWS loT Wireless connectivity Get started @

Get Started i

Onboard LoRaWAN gateways and devices

AWS loT Core for LoORaWAN connects LoRaWAN gateways and devices to AWS cloud. Using the AWS IoT console, you can add LoRaWAN gateways and devices to
connect them to the AWS loT Core and Sailboat will manage the LoRaWAN Network Server (LNS) and underlying infrastructure.

@
==30% e

Step 1: Add a gateway Step 2: Add a device

Gateways connect devices to AWS loT Core so that end-devices that sense Devices in the network are not linked to a specific gateway and can send
data can send it to AWS. Add a LoRaWAN gateway to configure it for AWS loT. data to multiple destinations. Add an end-device to configure AWS loT
After you add the gateway, you can continue to Step 2 and add an device. Core to receive its messages directly.

Learn more [4 Learn more [4

7 Configuring gateway View gateway Add devi

Feedback (@ English

r its affiliates. Al rights reserved.  Privacy Policy  Terms of Use
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Step 2.
Register device - Select device specification. Click“Continue”

Services v Resource Groups v * [\ AdminAcess/chonguo-Isengard... ¥  Oregon ¥  Support v
= AWS loT > Wireless connectivity Get started @
Eatl Configure device

Register device

Your device has been registered with AWS IoT Core. Now you must configure your device profiles so

Step 2
it can pass messages to your gateway.

Configure device

Step 3
Set up destination Device profile info

O Select a device profile

Select a default device profile dependent on your chosen hardware. Check your device

etails provided by your vendor

v

US915-B-OTAA

| US915-C-OTAA
| EU868-B-OTAA

EU868-C-OTAA
Service prore it

The service-profile defines the features that are enabled for the associated devices and the rate of messages that the

associated devices can send over the network.

@ Add metadata to the uplink message
Metadata added by gateway includes RSSI, SNR, Data rate

Q Feedback 0 English (US) 008 - 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved Privacy Policy ~ Terms of Use
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Step 3.
Register device - Input DevEUI, AppEUI, Appkwy, Device name(Optional) and Device
description(Optional). Click“Continue”.

aW§ Services v Resource Groups v * [\ AdminAcess/chonguo-Isengard... ¥  Oregon ¥  Support v
= AWS loT > Wireless connectivity Get started ®
s Register device
Register device
Step 2
Gl Gl LoRaWAN specification version info
Step 3
Set up destination Select device specifications

Your device specifications consist of the LoRaWAN version (1.1 or 1.0.x) and your authentication process (Over The Air Authentication or

Authentication By Personalisation.)

Lorawan v1.0.x OTAA v
DevEUI Confirm DevEUI
1234567890123456 1234567890123456
A 16-digit alphanumeric code found on your end-device Reenter your DevEUI to confirm your end-device
AppEUI Confirm AppEUI
1234567890123456 1234567890123456
A 16-digit alphanumeric code provided by your vendor Reenter your AppEUI to confirm your join protocal
Root Keys
Appkey Confirm Appkey
01020304050607080910111213141516 01020304050607080910111213141516
A 32-digit alphanumeric code provided by your vendor Retype your application key

Device name - optional

Enter a descriptive name to make the end-device easier to locate

Hallway 3rd Floor

Device description - optional

Company - Hallway 3rd Floor

Associate a thing info

O Associate a Thing with your device

automatically create a unique Thing for you. Adding things to AW

try allows you to manage and search for

vices more easily

Exit get started m

@ Feedback (@ English (US) 008 - 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy Policy  Terms of Use
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Step 4.
Configure devices - Select device profile. Click“Continue”

Services v Resource Groups v * AdminAcess/chonguo-Isengard... ¥  Oregon ¥  Support v
= AWS loT > Wireless connectivity Get started @
Eatl Configure device

Register device

Your device has been registered with AWS IoT Core. Now you must configure your device profiles so

Step 2
it can pass messages to your gateway.

Configure device

Step 3
Set up destination Device profile info

O Select a device profile

Select a default device profile dependent on your chosen hardware. Check your device details provided by your vendor
US915-B-OTAA v

Variable name Value
Channel Us915
MacVersion v1.1
MaxEIRP 16dBm
RegParamsRevision 8
ClassBTimeout 30
PingSlotDr 0
PingSlotPeriod 128
PingSlotFreq 9245

Avanced Setting - Create new device profile
Enter required information to create a new device profile

Service profile info

The service-profile defines the features that are enabled for the associated devices and the rate of messages that the
associated devices can send over the network.

() Add metadata to the uplink message
Metadata added by gateway includes RSSI, SNR, Data rate

Q Feedback 0 English (US) 008 - 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved Privacy Policy ~ Terms of Use
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Step 5.
Set up destination- Select IAM role and input rule name. Click“Finish”

awg Sel Oregon >  Support ¥

es v Resource Groups v [\ AdminAcess/chonguo-Isengard

= AWS loT > Wireless connectivity Get started

S Set up destination

Register device

Step 2

Configure device Permissions Info

Step 3
Set up destination

Select IAM Role
An IAM Role is an AWS identity with permission policies that determine what the identity can and cannot do in AWS

To create an IAM role  View IAM controls [4

LoRaWAN for AWS loT Core-IAM v

Create a destination info

Name destination
Destination is used to route messages from LoRaWAN devices to AWS loT Rules Engine. Once a destination is created, you can use

it to map multiple LoORaWAN devices to the same loT Rule.

Q, destination-device-semtech-1 X

re lowercase a-z, 0-9, and - (hyphen),

Enter a name that is easily identifiable. The instance name must contain from 8 to 128 characters. Valid charact

Enter rule name @ Copied to clipboard

Enter a rule name that will map to your destination

company-device-semtech-1

The instance name must contain from 8 to 128 characters. Valid characters are lowercase a-z, 0-9, and - (hyphen)

Rules engine configuration - skip and set up later info

Create a rule through AWS rules engine to evaluate messages sent by your devices and specify what to do when a message is received.

Open Rules engine [4 and in the section labled ‘Name’ enter your rule name copied above.

@ Feedback (@ English (US) 020, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy P Terms of Use
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Reset to Default

SETUP BUTTON
LED

PO

RESET BUTTON

Press the reset button over 5 seconds to reset the system to default status. After reset to
default, the orange LED will blink every 1 second.

Copyright 2022 Browan Co., Ltd.
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OTA

Get Firmware

1. Please visit Browan's website and click release note for MiniHub Pro.
https://www.browan.com/news/9V

NEWS & EVENTS

Tr csbar Sluoanes L alall Mara Dhorid r i Pty Acheair baotice

2. Download the latest MiniHub Pro's firmware.

AWS MINIHUB PRO FW
RELEASE 2020/08/07

FW Version: 20200731_0.9.22

Release Note:

Download FW: 20200731 0.9.22

Copyright 2022 Browan Co., Ltd. 19


https://www.browan.com/news/9V

Browan Communications Inc.

A No.15-1, Zhonghua Rd., Hsinchu Industrial Park,
ﬁ B R WA N Hukou, Hsinchu, Taiwan, R.0.C. 30352

Tel: +886-3-6006899
Fax: +886-3-5972970

Configure MiniHub Pro

Please register things for MiniHub Pro on the AWS loT and configure the AWS & LNS Setting.

AWS & LNS Setting

GATEWAY MAC

246F283D807C

AMAZON WEB SERVICES (AWS)

AWS IoT Endpoint URI:

ar=iiira Tl als bol i rerthainds L amasereers oom SEES

AWS IoT Endpoint Thing Name:

MiniHubPro-3D807C

Certificate: (*.der)

Choose File |cert.der

Private Key: (*.der)

Choose File privatekey.der

Create an Amazon S3 bucket to store your update

1. Sign in to the Amazon S3 console at https://console.aws.amazon.com/s3/.

| Buckets
Batch operations
Access analyzer for

53

Block public access
(account settings)

A s3 Use CloudFormation templates to setup, secure and accelerate your content with 53 & Amazon CloudFront. Learn more »
mazon

4
We've temporarily re-enabled the previous version of the S$3 console while we continue to improve the new S3 console experience. Switch to the ney

33 buckets

‘ Q, Search for buckets

+ Create bucket

2. Choose Create bucket.

Amazon S3

| Buckets
Batch operations
Access analyzer for

83

Block public access
(account settings)

Use CloudFormation templates to setup, secure and accelerate your content with 83 & Amazon CloudFront. Learn more »

We've temporarily re-enabled the previous version of the $3 console while we continue to improve the new S3 console experience. Switch 1o the new

353 buckets

‘ Q Search for buckets

+ Create bucket

3. Enter a bucket name.

Copyright 2022 Browan Co., Ltd. 20
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Create bucket

@ Name and region @ ‘Configure options @ Set permissions

Name and region

Bucket name

jason-minihub-pro

Region

US East (N. Virginia)

Copy setiings from an exasting bucket

Select bucket (optional)4 Buckets

Copyright 2022 Browan Co., Ltd. 21
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4. Under Bucket Versioning, select Enable to keep all versions in the same bucket.

Create bucket

@ Name and region @ Configure options @ Set permissions
Properties
Versioning
Keep all versions of an object in the same bucket.

Server access logging
M Log requests for access to your bucket.

Tags
You can use tags to track project costs. =

Object-level logging
I Record object-level AP activity using AWS CloudTrail for an additional cost See

Default encryption
I Automatically encrypt objects when they are stored in 53.

» Advanced settings

Management

Copyright 2022 Browan Co., Ltd. 22



Browan Communications Inc.

No.15-1, Zhonghua Rd., Hsinchu Industrial Park,
B R WA N Hukou, Hsinchu, Taiwan, R.0.C. 30352
o/" 2 S Tel: +886-3-6006899

Fax: +886-3-5972970

5. Under Bucket settings for Block Public Access keep Block all public access

selected to accept the default permissions.

Create bucket

@ Name and region @ Configure options @ Set permissions

Note: You can grant access to specific users after you create the bucket.
Block public access (bucket settings)

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order o ensure that
public access to all your S3 buckets and objects is blocked, tum on Block all public access. These settings apply only to this bucket and its access points.
AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your applications will work comectly without
public access. IT you require some level of public access to your buckets or objects within, you can customize the individual settings below to suit your
Specific storage use cases. =

Block all public access
e >dme as tuming on all four settings below. Each of the following settings are independent of one another.

M Block public access to buckets and objects granted through new access control lists (ACLs)
53 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public access ACLs for existing buckets and objects. This
setting doesn’t change any existing permissions that allow public to 53 resources using ACLs.

B Block public access to buckets and objects granted through any access control lists (ACLS)
53 will ignore all ACLs that grant public access to buckeis and objecis.

B Block public access to buckets and objects granted through new public bucket or access point policies
53 will block new bucket and access point policies that grant public a to buckets and objects. This setting doesn't change any e; i that allow public access to
$3 resources.

M Block public and cross-account access to buckets and objects through any public bucket or access point policies
53 will ignore public and cross-account access for buckets or access points with policies that grant public access to buckets and objects.
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6. Choose Create bucket.

Create bucket

@ Name and region @ Confgure options @ Set permissions

Name and region

Bucket name jason-minihub-pro Region US East (N. Virginia)

Options

Versioning Enabled
Server access logging Disabled
Tagging 0 Tags
Object-level logging Disabled
Default encryption None
CloudWatch request metrics Disabled
Object lock Disabled

Permissions

Block all public access
o])]

Block public access to buckets and objects granted through new access control lists (ACLs)
o])]

Block public access to buckets and objects granted through any access control lists (ACLs)
On

Create bucket
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Create an OTA Update service role

To create an OTA service role

1. Sign in to the https://console.aws.amazon.com/iam/.

aws, Services v Resource Groups ~ *
Identity and Access .
Management (IAM) « Welcome to Identity and Access Management
IAM users sign-in link:
Dashboard https://358566761383.signin.aws.amazon.com/console (] | Customize
~ Access management |AM Resources
Gi
fouRs Users: 3 Roles: 12
Users Groups: 1 Identity Providers: 0
Roles Customer Managed Policies: 10
Policies .
Security Status Nd 2 out of 5 complete
Identity providers
Account seftings A Delete your root access keys A
~ Access reports A Activate MFA on your root account v
A ly
ceess analyzer Create individual IAM users v
Archive rules
Use groups to assign permissions v
Analyzers group: gnp
Settings A Apply an IAM password policy v

2. From the navigation pane, choose Roles.

aws’, Services v Resource Groups ~ *

Identity and Access
Management (IAM) 1

Dashboard

w» Access management
Groups
Users
Roles
Policies
Identity providers

Account settings

v Access reports

Access analyzer

Archive rules
Analyzers

Settings

Credential report

Roles

What are IAM roles?

1AM roles are a secure way to grant permissions to entities that you trust. Examples of entities include the following:

« [AM user in another account
« Application code running on an EC2 instance that needs to perform actions on AWS resources
= An AWS service that needs to act on resources in your account to provide its features

« Users from a corporate directory who use identity federation with SAML
IAM roles issue keys that are valid for short durations, making them a more secure way to grant access.

Additional resources:

« [AM Roles FAQ

« |AM Roles Documentation

« Tutorial: Setting Up Cross Account Access

« Common Scenarios for Roles

Copyright 2022 Browan Co., Ltd.

25


https://console.aws.amazon.com/iam/

£x BROWAN

Browan Communications Inc.

No.15-1, Zhonghua Rd., Hsinchu Industrial Park,
Hukou, Hsinchu, Taiwan, R.O.C. 30352

Tel: +886-3-6006899

Fax: +886-3-5972970

3. Choose Create role.

Roles

What are IAM roles?

IAM roles are a secure way to grant permissions to entities that you trust. Examples of entities include the following:

» |AM user in another account

« An AWS service that needs to act on resources in your account to provide its features

« Users from a corporate directory who use identity federation with SAML

1AM roles issue keys that are valid for short durations, making them a more secure way to grant access.

Additional resources:

s |AM Roles FAQ

» |AM Roles Documentation

» Tutorial: Setting Up Cross Account Access

« Common Scenarios for Roles

Create role Delete role

Application code running on an EC2 instance that needs to perform actions on AWS resources

4. Under Select type of trusted entity, choose AWS Service.

Create role

Select type of trusted entity

Allows AWS services to perform actions on your behalf. Learn more
Choose a use case

Common use cases

EC2
Allows EC2 instances to call AWS services on your behalf.

"'i AWS service @ Another AWS account Web idﬁ“ﬂ“_‘-‘f
. EC2, Lambda and ofhers Ml Bclonging to you or 3rd party . (

o @ SAML 2.0 federation

Or any - A
our corporate directory
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5. Choose loT from the list of AWS services.

AWS Support
Amplify
AppStream 2.0
AppSync

Application Auto Scaling

Comprehend
Config
Connect
DMS

Data Lifecycle Manager

Elastic Container Service
Elastic Transcoder
ElasticLoadBalancing
Forecast

GameLift

Lambda

Lex

License Manager
Machine Leaming

Macie

SMS
SNS
SWF
SageMaker

Security Hub

Application Discovery Data Pipeline Global Accelerator Managed Blockchain Service Catalog
Service
DataSync Glue MediaConvert Step Functions
Batch
DeeplLens Greengrass Migration Hub Storage Gateway
Certificate Manager ) .
Directory Service GuardDuty OpsWorks Systems Manager
Chime o ) )
DynamoDB Health Organizational View  Personalize Textract
CloudFormation
EC2 1AM Access Analyzer Purchase Orders Transfer
CloudHSM _
ECZ - Fleet Inspector QLDB Trusted Advisor
CloudTrail )
EC2Z Auto Scaling loT RAM VPC
CloudWatch Application _ - - _
. EC2 Image Builder loT SiteWise RDS WorkLink
Insights
i i LT A
Cloudatch Events EKS loT Things Graph Redshift Workhail
CodeBuild
6. Under Select your use case, choose loT.
Chime o i )
DynamoDB Health Organizational View  Personalize Textract
CloudFormation
EC2 1AM Access Analyzer Purchase Orders Transfer
CloudHSM
EC2 - Fleet Inspector QLDB Trusted Advisor
CloudTrail
EC2 Auto Scaling leT RAM VPC
CloudWatch Application
. EC2 Image Builder loT SiteWise RDS WorkLink
Insights
EKS loT Things Graph Redshift WorkMail

CloudWatch Events

CodeBuild

Select your use case

loT

Allows 0T to call AWS services on your behalfI

loT - Device Defender Audit

Provides AWS loT Device Defender read access to 10T and related resources.

loT - Device Defender Mitigation Actions

Provides AWS loT Device Defender write access to loT and related resources for execution of Mitigation Actions.

Copyright 2022 Browan Co., Ltd.

27



Browan Communications Inc.

No.15-1, Zhonghua Rd., Hsinchu Industrial Park,

B R 0 WA N Hukou, Hsinchu, Taiwan, R.O.C. 30352

o/"' 2 's Tel: +886-3-6006899
Fax: +886-3-5972970

7. Choose Next: Tags.

Select your use case

loT
Allows 10T to call AWS services on your behalf.

0T - Device Defender Audit
Provides AWS loT Device Defender read access to loT and related resources.

IoT - Device Defender Mitigation Actions
Provides AWS loT Device Defender write access to loT and related resources for execution of Mitigation Actions.

* Required Cancel Next: Permissions

8. Choose Next: Review.

Add tags (optional)

IAM tags are key-value pairs you can add to your role. Tags can include user information, such as an email address, or can be descriptive, such as a job
title. You can use the tags to organize, track, or control access for this role. Learn more

Key Value (optional) Remove

You can add 50 more tags.

Cancel Nexl:Review
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9. Enter a role name and description, and then choose Create role.

Review

Provide the required information below and review this role before vou create it.

| jason|

Role name*

Use alphanumenc and +:..@—_' characters. Maximum ©4 characters.

Role description Allows 10T to call AWS services on your behalf.

Maximum 1000 characters. Use alphanumeric and "+=,_.@-_' characters

Trusted entities AWS service: iot. amazonaws.com

Policies AWSloTLogging '

AWSIloTRuleActions
AWS

loT ThingsRegistration [

Permissions boundary Permissions boundary is not set

No tags were added.

* Required

Cancel

Previous Create role
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5To add OTA update permissions to your OTA service role

1. In the search box on the IAM console page, enter the name of your role, and then

choose it from the list.

Identity and Access
Management (IAM)

Dashboard

+ Access management
Groups
Users
Roles
Poalicies
Identity providers

Account setlings

v Access reports

Access analyzer

Archive rules
Analyzers

Settings

Credential report
Organization activity

Service control policies (SCPs)

Roles > jasoni

Summary
Role ARN arn:aws:iam: 358566761383 rolefason1 €3]
Role description Allows |oT to call AWS services on your behalf. | Edit
Instance Profile ARNs 4]
Path /
Creation time 2020-08-26 17:27 UTC+0800
Last activity Mot accessed in the tracking period
Maximum session duration 1 hour Edit
Permissions Trust relationships Tags Access Advisor Revoke sessions

~ Permissions policies (3 policies applied)

Attach policies

Policy name «

» WSloTThingsRegistration
» WSloTLogging
» AWSloTRuleActions
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2. Choose Attach policies.

Roles * jasoni

Summary
Role ARN arn:aws;iam: 358566761383 rolefjasont €F]
Role description Allows loT to call AWS services on your behalf. | Edit
Instance Profile ARNs £
Path /
Creation time 2020-08-26 17:27 UTC+0800
Last activity Mot accessed in the tracking period
Maximum session duration 1 hour Edit
Permissions Trust relationships Tags Access Advisor Revoke sessions

~ Permissions policies (3 policies applied)

Attach policies

Policy name «

4 WSIloTThingsRegistration
4 WSloTLogging
Show 1 more
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3. In the Search box, enter "AmazonFreeRTOSOTAUpdate", select
AmazonFreeRTOSOTAUpdate from the list of filtered policies, and then choose Attach

policy to attach the policy to your service role.

Attach Permissions

Create policy

Filter policies Q) AmazonFreeRTOSOTAUpdate

Policy name ~ Typg

] » AmazonFreeRTOSOTAUpdate AWS

Cancel Attach policy
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To add the required IAM permissions to your OTA service role

1. In the search box on the IAM console page, enter the name of your role, and then

choose it from the list.

Identity and Access Roles > jasoni
Management (IAM) Summary
Dashboard Role ARN  arniawsiiam:358566761383rolefason1 €7
« Access management Role description Allows |oT to call AWS services on your behalf. | Edit
Groups Instance Profile ARNs 4]
Users Path {
Roles Creation time 2020-08-26 17:27 UTC+0800
Ealicies Last activity Mot accessed in the tracking period
Identity providers Maximum session duration 1 hour Edit
Account setlings
Permissions Trust relationships Tags Access Advisor Revoke sessions
v Access reports
+ Permissions policies (3 policies applied
Access analyzer P @p PP )
Archive rules Attach policies
Analyzers
Policy name
Settings b/ e
» WSloTThingsRegistration
Credential report ! gsreg
A i
Organization activity ' WSloTLogging
Service control policies (SCPs) 4 AWSloTRuleActions
2. Choose Add inline policy.
Role ARN arn:aws’iam: 358566761383 rolejjason r‘a
Role description Allows 10T to call AWS services on your behalf_ | Edit
Instance Profile ARNS 4]
Path !
Creation time 2020-08-26 17.27 UTC+0800
Last activity Not accessed in the tracking period
Maximum session duration 1 hour Edit
Trust i i Tags Access Advisor Revoke sessions
~ Permissions policies (4 policies applied)
Policy name « Policy type +
» AWSIoTThingsRegistration AWS managed policy x
» AWSloTLogging AWS managed policy x
Show 2 more
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3. Choose the JSON tab.

0 :

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

Visual editor JSON Import managed policy

=
"Version": "2812-18-17",
"Statement": []

4. Copy and paste the following policy document into the text box:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
iam:PassRole"

1,

"Resource”: "arn:aws:iam::your_account_id:role/your_role_name"
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Make sure that you replace your _account_id with your AWS account ID, and

your_role_name with the name of the OTA service role.

"arn:aws:iam: SN o]c/ jasonl”

Create policy
A policy defines the AWS permissions that you can assign to a user, group, or role. You can create am
Visual editor JSON
“{
"Wersion": "2012-18-17",
“ "Statement™: [
v {
"Effect": "Allow",
- "Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource™:
¥
]
f‘
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5. Choose Review policy.

-{

"Version": "2812-18-17",
= "Statement": [
- {

"Effect”: "Allow",
- "Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam: ISR ole/ jasonl”

6. Enter a name for the policy, and then choose Create policy.

Review policy
Before you create this policy, provide the required information and review this palicy
Name* | jasoni_pol
WIAXITTTUNT 128 ChaTdUIETS. USE dIPTTETNUTTETIC <l ==, .- CididUETS.
Summary
Q Fitter
Service v Access level Resource Request condition
Allow (1 of 238 services) Show remaining 237
1AM Limited: Read, Write RoleName | string like | jason1 None
Required Cancel Previous Create policy

Copyright 2022 Browan Co., Ltd.

36



o=

Browan Communications Inc.

No.15-1, Zhonghua Rd., Hsinchu Industrial Park,
B R WA N Hukou, Hsinchu, Taiwan, R.0.C. 30352
o 2 S Tel: +886-3-6006899

Fax: +886-3-5972970

To add the required Amazon S3 permissions to your OTA service role

1. In the search box on the IAM console page, enter the name of your role, and then

choose it from the list.

Identity and Access
Management (IAM)

Dashboard

+ Access management
Groups
Users
Roles
Poalicies
Identity providers

Account setlings

v Access reports

Access analyzer

Archive rules
Analyzers

Settings

Credential report
Organization activity

Service control policies (SCPs)

Roles > jasoni

Summary
Role ARN arn:aws:iam: 358566761383 rolefason1 €3]
Role description Allows |oT to call AWS services on your behalf. | Edit
Instance Profile ARNs 4]
Path /
Creation time 2020-08-26 17:27 UTC+0800
Last activity Mot accessed in the tracking period
Maximum session duration 1 hour Edit
Permissions Trust relationships Tags Access Advisor Revoke sessions

~ Permissions policies (3 policies applied)

Attach policies

Policy name «

» WSloTThingsRegistration
» WSloTLogging
» AWSloTRuleActions

2. Choose Add inline policy.

Role ARN

Role description
Instance Profile ARNS
Path

Creation time

Last activity

Maximum session duration

~ Permissions policies (4 policies applied)

Attach policies

Policy name

» AWSIoTThingsRegistration
» AWSloTLogging
Show 2 more

Trust i i Tags Access Advisor Revoke sessions

arnaws:iam::358566761383:role/jasont

Allows 10T to call AWS services on your behalf. | Edit
@

!

2020-08-26 17:27 UTC+0800

Not accessed in the tracking period

1 hour Edit

Policy type
AWS managed policy x
AWS managed policy x
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3. Choose the JSON tab.

0 :

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

Visual editor JSON Import managed policy

=
"Version": "2812-18-17",
"Statement": []

4. Copy and paste the following policy document into the box.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObjectVersion",
"s3:GetObject",
"s3:PutObject”
1,
"Resource": [
"arn:aws:s3:::example-bucket/*"
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This policy grants your OTA service role permission to read Amazon S3 objects. Make sure that
you replace example-bucket with the name of your bucket.

Visual editor JSON

“{

"Version": "2812-16-17",
= "Statement": [
N {

"Effect": "Allow",
= "Action": [
"s3:GetObjectVersion”,
"53:Get0Object™,
"s3:PutObject™
1,
= "Resource™: [
"arn:aws:s3:::Jjason-minilhub-pro/

w1
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5. Choose Review policy.

{

"Version": "2012-10-17",
- "Statement": [
- {

"Effect": "Allow",
M "Action": [
"s3:GetObjectVersion”,
"s3:GetObject",
"s3:PutObject”
1,
- "Resource": [
"arn:aws:s3:::jason-minihub-pro/*"

Cancel
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6. Enter a name for the policy, and then choose Create policy.

Review policy

Before you create this policy, provide the required information and review this policy.

Name* ‘ jason-bucke|

Maximum 128 characters. Use alphanumeric and "+=,.@-_ characters.

Summary
Q Filter
Service v Access level Resource Request condition
Allow (1 of 238 services) Show remaining 237
53 Limited: Read, Write BucketMName | string like | jason- None
minihub-pro, ObjectPath | string like |
All

* Required Cancel Previous Create policy
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Create an OTA user policy

*If you use the "Administrator” user, you can skip this step.

To create an OTA user policy

1. Open the https://console.aws.amazon.com/iam/ console.

Services Resource Groups ~ *

Identity and Access

Management (IAM) « Welcome to Identity and Access Management
IAM users sign-in link:
Dashboard https://358566761383.signin.aws.amazon.com/console ()
+ Access management IAM Resources
Groups Jsers: 3
Users Groups: 1
Roles Customer Managed Policies: 10
roliees Security Status
Identity providers
Account settings A Delete your root access keys

« Access reports A Activate MFA on your root account
A Iy o
ccess analyzer Create individual 1AM users
Archive rules
Use groups to assign permissions
Analyzers group gnp
Settings A Apply an 1AM password policy

Credential report

Organization activity
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2. In the navigation pane, choose Users.

Identity and Access
Management (IAM)

Dashboard

» Access management

Groups

Users

Roles
Policies
Identity providers

Account settings

» Access reports
Access analyzer
Archive rules

Analyzers

. EE T

Q, Find users by username or access key

User name -
bw_th300_user
sailbot_test

tabs_sensor_user
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3. Choose your IAM user from the list.

Services ~ Resource Groups ~ *

Management (IAM) 1

Q Find users by username or access key

Dashboard

v Access management Username ~

Groups [v] bw_thb300 user
Users sailbot_test
Roles

tabs_sensor_user
Policies

Identity providers

Account setlings

4. Choose Add permissions.

Identity and Access Users > bw_tb300_user
Management (IAM) 1
Summary
Dashboard
~ Access management User ARN arn:aws:iam::358566761383:user/bw_tb300_user £
Groups Path !
Users Creation time ~ 2020-01-19 15:27 UTC+0800
Roles  _—e . ) .
Permissions Groups Tags Security credentials Access Advisor
Policies
Identity providers ~ Permissions policies (8 policies applied)

Account settings Add permissions

~ Access reports

Policy name «
Access analyzer

Archive rules Attached directly

Analyzers » WSCertificateManagerReadOnly

Settings » AmazonFreeRTOSFuUllAccess
Credential report 14 IAMReadCnlyAccess
Organization activity » AWSIoTFUllACCEsS
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5. Choose Attach existing policies directly.

Add permissions to bw_tb300 user

Grant permissions

Copy permissions from

oY
'.I p® AAdd user to group & cxisting user

Create policy

Filter policies - Q search

Policy name «

» AdministratorAccess

» AlexaForBusinessDeviceSetup

» AlexaForBusinessFullAccess

3 AlexaForBusinessGatewayExecution

Use 1AM policies to grant permissions. You can assign an existing policy or create a new one.

Attach existing policies
directly
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6. Choose Create policy.

Add permissions to bw_tb300 user

Grant permissions

Use 1AM policies to grant permissions. You can assign an existing policy or create a new one.

:.1‘ Add user 1o group Copy permissions from E Attach existing policies

il existing user directly

Create policy

Filter policies ~ Q search

Policy name «

» AdministratorAccess

3 AlexaForBusinessDeviceSetup

3 AlexaForBusinessFullAccess

3 AlexaForBusinessGatewayExecution

7. Choose the JSON tab, and copy and paste the following policy document into the policy

editor:

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:ListAl1lMyBuckets",
"s3:CreateBucket",
"s3:PutBucketVersioning",
"s3:GetBucketLocation",
"s3:GetObjectVersion",
"acm:ImportCertificate”,
"acm:ListCertificates”,
"iot:*",
"iam:ListRoles",
"freertos:ListHardwarePlatforms",
"freertos:DescribeHardwarePlatform"
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15

"Resource": "*"

"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject”
1,

"Resource": "arn:aws:s3:

"Effect": "Allow",
"Action": "iam:PassRole"

::example-bucket/*"

J

"Resource”: "arn:aws:iam::your-account-id:role/role-name"
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Replace example-bucket with the name of the Amazon S3 bucket where your OTA
update firmware image is stored. Replace your-account-1id with your AWS account ID.
You can find your AWS account ID in the upper right of the console. When you enter your
account ID, remove any dashes (-). Replace role-name with the name of the IAM

service role you just created.

Create policy o 2

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSOM. Learn more

Visual editor JSON Import managed policy

“s3iPutBucketvVersioning”, N
"s3:GetBucketLocation”,

"s3:GetObjectVersion",

"acm:ImportCertificate",

"acm:ListCertificates”,

"iot:®",

"iam:ListRoles",

"freertos:ListHardwarePlatforms",

“freertos:DescribeHardwarePlatform™

1

2
"Resource™: "="

3
{

"Effect": "Allow",
- "Action": [
"s3:GetObject”,
"s3:PutObject”
1,
"Resource": "arn:aws:sS:::jbson-rinihub-proﬁ*”
Y,
- {
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource™: "arn:aws:iam::358566761383:role/jasonl"”
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8. Choose Review policy.

Create policy

Visual editor JSON

“s3:PutBucketVersioning”,
"s3:GetBucketLocation",
"s3:GetObjectVersion”,

"acm: ImportCertificate”,
"acm:ListCertificates",

"iot:¥",

"iam:ListRoles",
"freertos:ListHardwarePlatforms"”,
"freertos:DescribeHardwarePlatform”

1,

"Resource™: "="

"Effect”: “"Allow",
= "Action": [
"s3:GetObject",
"s3:PutObject"

A palicy defines the AWS permissions that you can assign to a user, group, of role. You can create and edit a policy in the visual editor and using JSON. Learn more

1,
"Resource": "ar*n:a'.-.'s:s?;:::jlasonfrinihubfpr‘:u’*"
b
- {
"Effect”: "allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::358566761383:role/jasonl"
}

0 :

Import managed policy

Cancel Review policy
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9. Enter a name for your new OTA user policy, and then choose Create policy.

Create policy 1 e

Review policy

Name* | jason_OTA

TU=e alphanumenc and ==, @-_ characiers. Maximum 128 characiers.

Description
Z
Maximum 1000 characters. Use alphanumeric and “+=,.@-_' characters
Summary
Q Filter
Service v Access level Resource Request condition

Allow (5 of 238 services) Show remaining 233

Certificate Manager Full: List Limited: Write All resources None
FreeRTOS Limited: List, Read All resources None
1AM Limited: List, Write Multiple None
loT Full access All resources None
33 Limited: List, Read, Write Multiple None

* Required Cancel Previous Create policy
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To attach the OTA user policy to your IAM user

1. In the IAM console, in the navigation pane, choose Users, and then choose your user.

Identity and Access ' |
]

Management (IAM)

Q Find users by username or access key
Dashboard

v Access management User name ~

Groups bw_th300_user
Users sailbot_test
Roles

tabs_sensor_user
Folicies

Identity providers

Account settings

+ Access reports
Access analyzer
Archive rules

Analyzers
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2. Choose Add permissions.

Identity and Access
Management (IAM) 1

Users > bw_tb300_user

Summary

Dashboard

+ Access management
Groups
Users
Roles
Policies

Identity providers

User ARN arn:aws:iam::358566761383:user/bw_tb300_user £

Creation time 2020-01-19 15:27 UTC+0800
Permissions Groups

~ Permissions policies (8 policies applied)

Account settings

- Access reports

Access analyzer

| Add permissions |

Policy name «

Archive rules Attached directly

Analyzers » AWSCertificateManagerReadOnly

Setlings » AmazonFreeRTOSFullAccess
Credential report 4 IAMReadOnlyAccess
Crganization activity » AWSIoTFullAccess

Path !

Security credentials Access Advisor
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3. Choose Attach existing policies directly.

Add permissions to bw_tb300_ user

Grant permissions

Copy permissions from

[ { L
'.I g Add user to group & cxisting user

Create policy

Filter policies ~ Q search

Policy name «

» AdministratorAccess

3 AlexaForBusinessDeviceSetup

3 AlexaForBusinessFullAccess

] AlexaForBusinessGatewayExecution

Use 1AM policies to grant permissions. You can assign an existing policy or create a new one.

Attach existing policies
directly
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4. Search for the OTA user policy you just created and select the check box next to it.

Add permissions to bw_tb300 user

Grant permissions

Use IAM policies to grant permissions. You can assign an existing policy or create a new one.

!.1‘ Add user to group Copy permissions from E Attach existing policies

Ml existing user directly

Create policy

Filter policies Q o1A

Policy name ~

b AmazonFreeRTOSOTAUpdate
3 AWSloTAnalyticsFullAccess
» AWSloTAnalyticsReadOnlyAccess
b AWSIoTOTAUpdate
3 AWSQuickSightloTAnalyticsAccess
» GreengrassOTAUpdateArtifactAccess
] loTAccess_Sailboat
» jason_OTA
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5. Choose Next: Review.

Grant permissions

Use 1AM policies to grant permissions. You can assign an existing policy or create a new one.

Copy permissions from E Attach existing policies

0.
'.-.‘ Aad userfo group Ml existing user directly

Create policy

Filter policies + Q oTA

Policy name «

» AmazonFreeRTOSOTAUpdate
» AWSloTAnalyticsFullAccess
» AWSloTAnalyticsReadOnlyAccess
» AWSIoTOTAUpdate
» AWSQuickSightloTAnalyticsAccess
» GreengrassOTAUpdateArtifactAccess
» loTAccess_Sailboat
v jason_OTA

Type
AWS
AWS
AWS
AWS
AWS
AWS
Cust]

Cusiq]

Cancel Next: Review
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6. Choose Add permissions.

Permissions summary

The following policies will be attached to the user shown above.
Type Name

Managed policy jason_OTA

Cancel Previous Add permissions
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Create a FreeRTOS OTA update job
1. Go to "loT Core" service.
aws

Services Resource Groups ~ *

AWS loT X
Monitor
Activity

» Onboard

» Manage

# Greengrass

P Secure

» Defend

b Act

Test
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2. Go to "Manage Jobs" and click the "Create" button.

ElWEr Services Resource Groups - *

AWS loT X AWS loT > Jobs

Monitor JObS

Activity

Onboard Search jobs

Manage

Things AFR_OTA-otaTest_00T e e AFR_OTA-crux_yv
SNAPSHOT SNAPSHOT

Types COMPLETED COMPLETED

Thing groups L

Billing groups

Jobs

Tunnels

Greengrass
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3. Select "Create OTA update job"

AWS 10T » Jobs » Createjob

CREATE JOB

Select a job

AWS loT Device Management job orchestration and notification service allows you to define a
set of remote operations called jobs that are sent to and executed on one or more devices
connected to AWS loT.

Create a custom job

Send a request to acguire an executable job file from one of your 53 buckets to one or more ‘

Create custom job ‘
devices connected to AWS loT.

Create a FreeRTOS OTA update job

This Over-the-air (OTA) update job will send your firmware image securely over MQTT or
HTTP to FreeRTOS-based devices

Create OTA update job ‘

Create a Greengrass Core update job

Create a snapshot job to update one or more Greengrass Core devices with the latest ‘

Create Core update job ‘
Greengrass Core or OTA agent version.
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4. Select the things name which configured to MiniHub Pro. And click "Next".

Select devices to update

Browse and select the devices you want to include in this job.
1 thing(s) and 0 thing group(s) selected. Close

Things Thing groups Summary

MiniHubPro-3D807C

5. Select the "MQTT" protocol

Select the protocol for firmware image transfer

HTTP and MQTT protocols are supported for firmware updates. Learn more

HTTP ?)
MQTT

6. Select the "Sign a new firmware image for me."

Select and sign your firmware image

Code signing ensures that devices only run code published by trusted authors and that the code has not been
altered or corrupted since it was signed. You have three options for code signing.  Learn more

@ Sign a new firmware image for me
Select a previously signed firmware image

Use my custom signed firmware image

7. Create a new Code signing profile

Code signing profile  Learn more

No code signing profile selected Create  Select

- Click "Create"

- Input the "Profile name"

- Select hardware platform: ESP-WROVER-KIT
- Import the "Certificate"

Certificate:
https://drive.google.com/file/d/1SFUXI1ugm30WOhDs5TyDo62jlglksmGO/view?usp=sharing
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Certificate private key:
https://drive.google.com/file/d/1EavG36gmL3cdkQxqTrTZIWTjDPmM4Mmz4/view?usp=sharing

- Input the Pathname of code signing certificate on device: P11_CSK
- Click "Create"

*Next time you can select this profile directly.

8. Upload the firmware

Select your firmware image in S3 or upload it

Image not selected Select

- Click "Select"
- Choose the bucket which store the firmware image.
- Click "Upload an image" Upload the image file: aws_demos.bin

Input the pathname of firmware image on the device: P11_CSK
Select "IAM role for OTA update job" (Created at step.2)
Input the OTA job unique ID and click the "Create" button.

You can find the successfully created job message.

Successfully created job. View Job.

The OTA job status is "Queued"

AFR_OTA-minihubpro_ota_demo_0001

Actions ~

I Overview Last updated Jun 16, 2020 8:24:41 PM +0800 All Statuses Refresh
Details
1 0 0 0 0 0 0 0
Resource Tags Queued In Timed out Failed Succeeded Rejected Canceled Removed
progress
Resource Last updated Status
MiniHubPro-3D807C Jun 16, 2020 8:24:38 PM +0800 Queued

Copyright 2022 Browan Co., Ltd. 61



Browan Communications Inc.

A No.15-1, Zhonghua Rd., Hsinchu Industrial Park,
B R 0 WA N Hukou, Hsinchu, Taiwan, R.O.C. 30352
o/" 2 's Tel: +886-3-6006899
Fax: +886-3-5972970

Now please power on the MiniHub Pro. To trigger the OTA job process.

Go to AWS loT to check the status. The status is "Succeeded"

Jobs > AFR_OTA-minihubpro_ota_demo_0001

AFR_OTA-minihubpro_ota_demo_0001

COMPLETED .
Actions ~

I Overview Last updated Jun 16, 2020 8:30:40 PM +0800 All Statuses  Refresh
Details
0 0 0 0 1 0 0 0
Resource Tags Queued In Timed out Failed Succeeded Rejected Canceled Removed
progress
Resource Last updated Status
MiniHubPro-3D807C Jun 16, 2020 8:30:22 PM +0800  Succeeded

Jun 16, 2020 8:29:49 PM +0800

Queued at Jun 16, 2020 8:24:38 PM +0800
Updated at Jun 16, 2020 8:30:22 PM +0800
View thing details
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# Note:

OTA polling feature will be supported from the firmware AWS APP Version ©.9.20
or latest so MiniHub Pro doesn't need power on again to trigger the OTA job process.
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