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About this Guide

Purpose

This document provides information and step-by-step procedures on Microsoft RADIUS server setup
and Gemtek Systems Public Access Controller model G-4000/6000 to functioning properly.

Prerequisite Skills and Knowledge

To use this document effectively, you should have a working knowledge of Local Area Networking
(LAN) concepts and wireless Internet access infrastructures. In addition, you should be familiar with
the following:

= Hardware installers should have a working knowledge of basic electronics and mechanical
assembly, and should understand related local building codes.

= Network administrators should have a solid understanding of software installation procedures for
network operating systems under Microsoft Windows 95, 98, Millennium, 2000, NT, and Windows
XP and general networking operations and troubleshooting knowledge.

Conventions Used in this Document

The following typographic conventions and symbols are used throughout this document:

"' Very important information. Failure to observe this may result in damage.
HER

IEI Important information that should be observed.

Iil Additional information that may be helpful but which is not required.
bold Menu commands, buttons and input fields are displayed in bold

Help Us to Improve this Document!

If you should encounter mistakes in this document or want to provide comments to improve the
manual please send e-mail directly to:

manuals@gemtek-systems.com



mailto:manuals@gemtek-systems.com

Introduction

Configuring Microsoft RADIUS Server and Gx000 Authentication

The purpose of this document is to provide some configuration notes for how for correctly configure
the Microsoft RADIUS Server for Gemtek Systems’ Public Access Controller (model G4000 or
G6000) product for successful functioning and user authentication.

The following conditions should be fulfilled:

= Have a Microsoft Windows 2000 Server or Advanced Server installed.
= Networking properly configured.

Microsoft RADIUS Server is the Internet Access Service (IAS) of Windows 2000
Server. The IAS uses the Active Directory Service (ADS) users database.

When these pre-conditions are accomplished please do the following steps.



Configuration Notes Configure the RADIUS Server

Configure the RADIUS Server

Instructions provided in the next sections helps to configure the RADIUS server and create test user,
which is allowed to login to Public Access Controller using the RADIUS authentication.

Add RADIUS Client to IAS

Step 1 Open the Administrative Tools->Internet Access Service:
* ¢ Internet Authentication Service i -0l =|
chtic:n Wig |J¢'-P||El||@ |
Tree I Friendly Mame | Address | Protocol
%3 Internet Authentication Service (Local) :E;CU“ 192.168.2.72 RADIUS
“H keba 192,168.2.218 RADIUS
12 Remote Access Logging "3 HP switch 192.168.2. 161 RADILS
~Ef Remote Access Polices & Genmo 192.165.2.66 RADILIS
1| | i
Step 2 Select Clients tree menu item;
Client is the device or computer that requests RADIUS authentication. In our case
this is the G6000 device.
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Step 3 Select Action | New Client menu item and enter the Friendly Name: G6000:
Pl
Mame and Protocol

Agzzigh a name and protocol for the client.

Type a friendly name and protocal for the client.

Friendly name: IGEDDEI

Frotocol [RaDIUS |

< Hack I Mest » I Cancel
Step 4 In Protocol drop-down list select RADIUS and click the Next button. The Add
RADIUS Client window is displayed:

Add RADIUS Client : x|

Client Information
Specify infarmation regarding the client.

Client addrezz (IF or DMS]:

|1 92,168,266 Yerify... |

Cligntendor:
[RADIUS Standard =l

[ Client must always zend the signature attribute in the request

Ixxxxxx

Shared secrat:

Ixxxxxx

Confirmn shared secret:

< Back I Finizh I Cancel

= Enter the Client Address (G6000 IP address);
= Under the Client Vendor select RADIUS Standard;
= Enter the Shared Secret;
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configuration settings. You can find this option in the Gx000 web management

Iil Shared secret must match the shared secret in the G6000 device RADIUS
under the network interface | RADIUS settings menu.

Step 5 Confirm the Shared Secret and click the Finish button to add RADIUS client to IAS.

Add New Remote Access Policy to IAS

Step 1 Select the Remote Access Policies tree menu item in the Internet Authentication
Service:

*;¢ Internet Authentication Service =101 x|

J Action  Wiew |J == | ||@ |

Tree I Marmie I Order I

%3 Internet Authentication Service (Local) GE‘DDD 1
- Clients EFHP switch

-1 Remote Access Logging £ Kestorius NAS valdo
e =rncke Access Policies 5 default U1

O BN |

Step 2 From main menu select Action | New Remote Access Policy and enter the Policy
Name;

Iil This one is not relevant. We can just enter G6000.

Step 3 In Add Remote Access Policy dialog click the Add... button;
Step 4 Select the NAS-IP-Address and click the Add...button;

Step 5 In the NAS-IP-Address dialog box type G6000 IP address and click the OK button;



Step 6 In the Add Remote Access Policy dialog click the Next button;

Step 7 Select Grant Remote Access Permission and click Next;
Step 8 Now click the Edit Profile button;
Step 9 Select on Authentication tab in the Edit Dial-in-Profile window and check all

authentication methods.

Step 10 Check to select Extensible Authentication Protocol and in EAP type drop-down list
select MD5-Challenge. Now the dialog should look like:

Edit Dial-in Profile llil

Diakin Constraints | P | Multiink |
Authentication | Encrmphion | Advanced

Check the authertication methods which are allowed for thiz connection.

v Eutensible Authentication Protocol

Select the EAP type which iz acceptable for this policy.

IMDE-ChaIIenge j Canfigure... |

¥ Microzoft Encrypted Authentication version 2 (M5 -CHAP w2

¥ Microzoft Encrypted Authentication [MS-CHAP)

¥ Encrypted Authentication [CHAPE
¥ Unencrypted Authentication [PAP, SPAF]

Unauthenticated Access

r Allove remote PPP clients to connect without negatiating
any authentication method.

(] I Cancel Apply

= Click the OK button to save settings;
= In Add Remote Access Policy dialog click the Finish button to finish adding the new Remote

Access Policy Rule.

If there are multiple remote access policies configured make the new one policy the
first. Use arrow buttons on the tool bar to move policy up until it becomes number 1
in the Order column.
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Configure Active Directory to Use Reversible Encrypted Passwords

Step 1 Open the Administrative Tools = Active Users Directory and Computers:
4% Active Directory Users and Computers o [=] |
J@ Console  Window  Help | = |5|ﬂ|
|J Ackion  Wiew |J¢l‘|’|||@“;lﬁi§3t‘ﬁ?@h |
Tree | YLADAS.balt.net 5 objects
@ Autive Directory Lsers | M3MES | Type | Description |
SR FLADAS. bal et [ IBuiltin builtinDomain
[:l Builkin I:ICumputers Container Default container For upgr...
D Computers [l Domain Cortr... Organizational ... Default container for new ...
(#-{£] Domain Control | (C)Fareignsecuri... Container Default container For secu...
D ForeignSecurity | [T Users Container Default container For upgr...
o[ Users
K1 - i
Step 2 Select the server name from the Active Directory Users tree menu (in this

demonstration case: VLADAS .balt.net).
Step 3 Right-click on the selection and select the Properties menu;

Step 4 Select the Group Policy Tab:
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Configuration Notes Configure the RADIUS Server

¥LADAS.balt.net Properties o g 2l

Generall Managed By Group Palicy

& Current Group Policy Object Links for WLADAS

Group Policy Object Links | Mo Overnide | Digzabled |

£ 0 efault Domain Policy

Group Policy Objectz higher in the lizt have the highest priority.
Thiz ligt obtained from: server2000LADAS balt.net

New | add. | Edt | o

Dptiohz. .. | Delete... | Properties | [N |

[ Block Policy inheritance

(] I Cancel | Apply |

Step 5 Select Default Domain Policy and click the Edit button. The Group Policy window
opens:
&¥ Group Policy 7 : - | Ellil
| acion yew || & = | E|m| X B2 |
Tree I Policy  # | computer Setting
@ Default Domain Policy [serverz0l - Enfurce password history 1 passwords remembered
B @ Computer Configuration (B8] Mascirmum password age 42 days
&[] Software Settings Minimum password age 0 days
EI |:| Wlndu:uws Settings .Minimum passward length 0 characters

] Scripts {Starkupfshu .F‘asswnrds musk meek camplexﬂ:v reqn.urements Disabled
SR Security Settings e eversible tion f... Enabled
E@ Account Policies
I-- Password Pc
Account Locl
kerberos Pol
Local Policies
Event Log
@ Restricted Group
- @ Syskem Services—
@ Reqgistry
@ File Swskem
|:| Public key Palicie
-8, 1P Security Polici
=-[Z1] Adminiskrative Termplate:
I':'Iﬁ IJ=er Configuration
-] Software Settings w7

1] | 5 1 | ]
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Step 6 On the left pane select Computer Configuration | Windows Settings | Security
Settings | Accounts Policies | Password Policy tree menu item and set Store

password using reversible encryption value to Enabled;

Step 7 Close the Group Policy window. Required configuration for active directory is set.

Add Test User

Step 1 Select Users in the Active Directory Users and Computers and add/set password
for test user:
£# Active Directory Users and Computers ; -0l x|
| &5 Console  Window  Help |_|_|- g i”
| aton yen |+ » 0@ X EFOBR R 2BBY S |
Tree I Users 27 objects
I@ fictive Directary Users | Mame [ Type | Description |
E@ WLADAS, balt.net ﬁCert Publishers  Security Group ... Enkerprise certification an...
D Builtin ﬁDHCF‘ Adminis... Security Group ... Members who have admini. ..
[:I Computers ﬂEDHCF‘ sers Security Group .. Members who have view-. .,
@ Domain Control ﬁDns.ﬁ.dmins Security Group .., DNS Administrators Group
D ForeignSecurit, ﬁEDnsUpdatePr... Security Group .. DNS clients who are permi. ..
ﬁDumain Admins  Security Group ... Designated adminiskrators. ..
ﬁDumain Comp... Security Group .., A&l workskations and serve..,
ﬁDumain Contr... Securiby Group ... A&ll domain controllers in th..
ﬂEDumain Guests  Security Group ... All domain guests -
mDumain Users  Security Group ... &l domain users
ﬂEEnterprise Ad... Security Group ... Designated administrators. ..
mGrnup Policy ... Security Group ... Members in this group can...
7 Cuest Iser Built-in account For guest ...
ﬁ IUSR_SERWE... User Built-in account For anony, ..
1 | v | | €3 rwvar SERVE... User Built-in account For Inkerm, . |
Step 2 Select Dial-in tab in the new created user Properties;
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Step 3 Select Allow access radio button in the Remote Access Permission (Dial-in or VPN)
section:

John Properties e ; ﬂﬂ

Remote control | Terminal Services Prafile
General | Addresz | Account | Profile I Telephones I Organization
hdember O Dil-ir | E rwiranment I Sezgionz

— Remote Access Permizzion [Dialin or YPR ]

" Deny access

" Control access through Flemate Aecess Bolicy

I | erify Caller-lD:
— Callback Options

* Mo Calback
£ Set by Caller (Routing and Remote Access Service only)
= flways Callback to: I

™| fissign & Static: [P &ddress I
= &pply Static Boutes

Define routes to enable for this Dial-in Ciatic Boutes . |
connechion. =

(] I Cancel | Apply |

= (Click the OK button. The test user is created.

Now you have the RADIUS Server configured and the test user created, which is allowed to login
using RADIUS and Gx000 device authentication.

RADIUS Servers from Gx000 device side is configured using the Web
Management interface under the network interface | RADIUS menu.
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