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Self-Declaration of Conformity :

This document serves as a declaration that the equipment described herein
has been evaluated in accordance with the requirements of the CE Radio
Equipment Directive — Essential Assessment (RED-EA) and has been found
to be in compliance with all applicable essential requirements. The
assessment has been carried out based on the decision trees, criteria, and
procedures defined in the relevant RED-EA guidance documents. The results
summarized in this report confirm that the equipment meets the applicable
performance, safety, and security requirements, enabling its placement on
the market within the European Economic Area (EEA) bearing the CE

marking.
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1. Summary of Test Procedure and Test Verdicts

1.1 Applicable Standards

The measurements shown in this test report were made in accordance with the
procedures given in EUROPEAN COUNCIL DIRECTIVE 2014/53/EU.
EN 18031-1:2024, BS EN 18031-1:2024

Standard Section Reference Test Item | Verdict

Provision 6.1.1 ACM-1 PASS

6.1 Access control mechanism
Provision 6.1.2 ACM-2 PASS

Provision 6.2.1.1 [ AUM-1-1 | PASS

Provision 6.2.1.2 [ AUM-1-2 | PASS

Provision 6.2.2 AUM-2 PASS

Provision 6.2.3 AUM-3 PASS

6.2 Authentication mechanism
Provision 6.2.4 AUM-4 PASS

Provision 6.2.5.1 | AUM-5-1 PASS

Provision 6.2.5.2 | AUM-5-2 N/A

Provision 6.2.6 AUM-6 PASS

Provision 6.3.1 SUM-1 PASS

6.3 Secure update mechanism Provision 6.3.2 SUM-2 PASS

Provision 6.3.3 SUM-3 PASS

Provision 6.4.1 SSM-1 PASS

6.4 Secure storage mechanism Provision 6.4.2 SSM-2 | PASS
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Provision 6.4.3 SSM-3 PASS
Provision 6.5.1 SCM-1 PASS
6.5 Secure communication Provision 6.5.2 SCM-2 PASS
mechanism Provision 6.5.3 | SCM-3 | PASS
Provision 6.5.4 SCM-4 PASS
6.6 Resilience mechanism Provision 6.6.1 RLM-1 PASS
6.7 Network monitoring mechanism Provision 6.7.1 NMM-1 N/A
6.8 Traffic control mechanism Provision 6.8.1 TCM-1 N/A
Provision 6.9.1 CCK-1 PASS
6.9 Confidential cryptographic keys Provision 6.9.2 CCK-2 PASS
Provision 6.9.3 CCK-3 PASS
Provision 6.10.1 GEC-1 N/A
Provision 6.10.2 GEC-2 PASS
Provision 6.10.3 GEC-3 N/A
6.10 General equipment capabilities
Provision 6.10.4 GEC-4 PASS
Provision 6.10.5 GEC-5 PASS
Provision 6.10.6 GEC-6 N/A
6.11 Cryptography Provision 6.11.1 CRY-1 PASS
The support column following notations are used:
PASS : Overall Conformance
FAIL: Requirement Not Met
N/A : The item verdict NOT APPLICABLE / NOT NECESSARY / NOT
SUPPORT / NONE
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2. Test Configuration of Device Under Test

2.1 Feature of Device Under Test

Version 1.1.37

Communication interface Wi-Fi

Connections TypeC USB Connector x1

IPv4 Address 192.168.4 .1

DUT

Front View
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Product Name: MiniHub Pro V2
Model Name: TEMH120

SN: GEU2346000026

Gateway EUL0016c001110dccBe

Wi-Fi STA MAC: 00:16:16:30:AD:C0
Wi-Fi SSID: TEMH120-ADCO
Wi-Fi password: BOxGexh®
input: 100-240Vac, S0760Hz. 015:\

Browsn C
No. 15-1 Zhonghua Road, Mulau Hsm(hu Tlhmm China, 30352

Importer; GEMTEK CZ, SAO. —
cnmm\ 555/7,32200 PLIEN—KRIMICS CZECH REPUBLIC

Made in China

DUT

Rear View

DUT
I/O ports

10
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g
:

~ PoductName MinHubPov2
| ModelName: TBMH120 s
SN: GEU2346000026

DUT ‘ 5 Gateway EUI: 0016¢001f) Odcc8e

;‘; Wi-Fi STA MAC; 00:16:16:30:AD:CO
L[y © Wi-Fi SSID: TBMH120-ADCO

/
. { C E
Senal No. ~ Manufacturer: Browan Communications inc.

~ Wi-Fi password: B9xGexh9
Input: 100-240Vac, 50/60Hz, 0.25A

~ No.15-1 Zhonghua Road, Huk
Focroirs o, ou, Hsinchu, Taiwan, China, 30352 [mcicio)
| CHEBSKAS55/7.322 00 PLZEN-KRIMICE. CZECH REPUBLIC Made In China

2.2 Test Software
Tool Version
WireShark Version 4.0.7 (v4.0.7-0-g0ad1823cc090)
Zenmap 7.95
sslscan 2.0.7

11
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2.3 Description of Test System

No.15-1, Zhonghua Rd., Hsinchu Industrial Park,
Hukou, Hsinchu, Taiwan, R.0.C. 30352
Tel: +886-3-6006899
Fax: +886-3-5972970

Equipment

Brand

Model

Length/Type

Power cord/Length/Type

Notebook

Lenovo

T480

N/A

Adapter/ 1.8m /B

2.4 General Information of Test

Test Site

Browan Communications Inc

Address: No.15-1 Zhonghua Road, Hsinchu Industrial Park, Hukou,

Hsinchu, Taiwan, 30352,

Taiwan (R.O.C.)
Tel:+886-3-6006-899

Test period

Tested By

2025/08/09 ~2025/08/15

Joey Ho

12
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3. The assessment

[Conceptual assessment]

The verdict is established in accordance with the decision tree applied to each item.

[Functional Completeness Assessment]
Purpose: To conduct a functional verification that all aspects covered by the
requirement’s scope—including security assets, network interfaces, and
vulnerabilities—are comprehensively and correctly documented.
Assessment Criteria:

: Every relevant item discovered during functional verification is duly
documented in compliance with the specified requirements.
: During functional verification, an item that falls within the required
documentation scope is identified but not recorded in the provided information.

: An assessment is categorized as Not Necessary when the
requirement is already encompassed by the Functional Sufficiency Assessment of
the mechanism’s applicability, or when the mechanism is mandated as compulsory.

: Requirements primarily addressing appropriateness rather
than the mechanism’s presence or applicability are typically classified as Not
Necessary. Such requirements may include preconditions that demand a defined

equipment state, such as factory default.

[Functional Sufficiency Assessment)

Purpose: The objective is to functionally assess the implemented security
requirements and mechanisms to determine whether they are correctly operating,
sufficiently robust, and effective in delivering the documented security properties.

Assessment Criteria:

13
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.t Functional testing validates that the implementation performs in accordance
with the documentation and effectively provides the required security, with no
evidence of malfunction or deviation detected.

Z\|B:Functional testing demonstrates that the implementation is inconsistent with the
documentation or fails to provide the mandated security property, for instance, when
a security control is ineffective.

: This designation is explicitly applied to certain requirements
where conducting functional validation is impractical or outside the scope of the
intended assessment—for example, in the validation of confidential key generation or
in the assessment of specific physical interfaces.

: The assessment requires the equipment to be in an active
operational state. It involves a series of functional tests, possibly supported by
specialized tools, to evaluate both effectiveness and conformity with documentation.

Depending on the technical implementation, customized test procedures may apply.

14
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4. Test Verdict and Data

4.1 [ACM] Access control mechanism

[ACM-1] Applicability of access control mechanisms

[Requirement]

The equipment shall use access control mechanisms to manage entities' access to
security assets and network assets, except for access to security assets or network
assets where:

— public accessibility is the equipment’s intended functionality; or

— physical or logical measures in the equipment’s targeted operational environment
limit their

accessibility to authorized entities; or

— legal implications do not allow for access control mechanisms.

[ACM-1 Assets]

Asset No. Assets Type Access Mechanism
ACMA-A administrator password Security Web GUI
ACMA-B TLS certificate Security Web GUI
Private key for the HTTPS web
ACMA-C Security Web GUI
interface
ACMA-D HTTPS service Network Web GUI

15
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[ACM-1 Conceptual assessment)

Equipment

A 4

For each security asset and network asset
that is accessible by entities

DT.ACM-1.DN-1

Is the public accessibility of the N
asset the equipment’'s intended
equipment functionality?

Yes

NOT APPLICAELE

DT.ACM-1.DN-2

Do the physical or logical measures
es in the targeted operational N
environment limit the accessibility

to authorized entities?

NOT APPLICABLE‘

DT.ACM-1.DN-3
es Do legal implications not allow No
access control mechanisms? l

‘NDT APPLICABLE‘

DT.ACM-1.DN-4

Yes{ Are thereTatcess control mechanisms }—Ng
that manage entities’' access to the
ecurity assets and network assets?

Pass

Figure 1 — Decision Tree for requirement ACM-1

[Assessment]
Justification
Asset ID | Decision Node Decision
(E.just. DT.ACM-1)
DT.ACM-1.DN-1 No The DUT cannot be accessed publicly.
ACMA-A . :
The DUT does not implement logical
ACMA-B ,
DT.ACM-1.DN-2 No or physical controls to ensure access
ACMA-C . : -
is limited to authorized entities.
ACMAD

16



44 BROWAN

No.15-1, Zhonghua Rd., Hsinchu Industrial Park,
Hukou, Hsinchu, Taiwan, R.0.C. 30352

Tel: +886-3-6006899

Fax: +886-3-5972970

DT.ACM-1.DN-3

No

Legally, the implementation of access

control mechanisms is allowed.

DT.ACM-1.DN-4

Yes

Access to the DUT requires user

authentication.

Verdict : PASS

[ACM-1 Functional completeness assessment]

Asset No. Document Verification
ACMA-A Y
ACMA-B Y
ACMA-C Y
ACMA-D Y
Verdict : PASS
[ACM-1 Functional sufficiency assessment]
Asset No. Implemented
ACMA-A Y
ACMA-B Y
ACMA-C Y
ACMA-D Y

Verdict : PASS

[Supporting Evidence])

The DUT is accessible only after user authentication

17
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Web Service: Connected

Authentication Required

Password:

Please refer to the back label.

‘ Login ‘

ACM-1 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment PASS
Functional sufficiency assessment PASS

[ACM-2] Appropriate access control mechanisms

[Requirement]

Access control mechanisms that are required per ACM-1 shall ensure that only

authorized entities have access to the protected security assets and network

assets.

18
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[ACM-2 Conceptual assessment)

No.15-1, Zhonghua Rd., Hsinchu Industrial Park,
Hukou, Hsinchu, Taiwan, R.0.C. 30352

Tel: +886-3-6006899

Fax: +886-3-5972970

Equipment

l

For

each access control mechanism that 1is
required per ACM-1

Do the access control

DT.ACM-2.DN-1

mechanisms ensure

Yes"\that only authorized entities have access
to the protected security asset or
network asset?

Pass

Fail

Figure 2 — Decision Tree for requirement ACM-2

[Assessment]
Justification
Asset ID Decision Node Decision
(E.just. DT.ACM-2)
ACMA-A
Secure and network assets are
ACMA-B
DT.ACM-2.DN-1 Yes accessed via password
ACMA-C
authentication.
ACMA-D

Verdict : PASS

19
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[ACM-2 Functional completeness assessment]

The functional completeness assessment is covered by the functional sufficiency
assessment of the access control mechanism’s applicability.

Therefore, the functional completeness assessment in ACM-2 is Not Necessary.

Verdict : NOT NECESSARY

[ACM-2 Functional sufficiency assessment]

Asset No. Implemented
ACMA-A Y
ACMA-B Y
ACMA-C Y
ACMA-D Y

Verdict : PASS

[Supporting Evidence]

Follow ACM-1
ACM-2 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment NOT NECESSARY
Functional sufficiency assessment PASS

20
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4.2 [AUM]Authentication mechanism

[AUM-1] Applicability of authentication mechanisms

[AUM-1-1] Requirement network interface

[Requirement]

Access control mechanisms required per ACM-1 shall use authentication
mechanisms for managing entities’ access via network interfaces that allow to:
— read confidential network function configuration or confidential security
parameters; or

— modify sensitive network function configuration or sensitive security parameters;
or

— use network functions or security functions,

except for access:

— to network functions or network function configuration where the absence of
authentication is required for the equipment’s intended functionality; or

— via networks where physical or logical measures in the equipment’s targeted

operational environment limit accessibility to authorized entities.

[AUM-1-1 Assets]

Asset No. Assets Type Access Mechanism

AUMA-A Web GUI Security Network/User interface

21
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[AUM-1-1 Conceptual assessment]

Equipment

|

For each access control mechanism required per ACM-1 that manages entities' access via a
network interface and allows to:

- read confidential network function configuration or confidential security parameters; or
- modify sensitive network function configuration or sensitive security parameters; or

- use network functions or security functions.

|

For each network interface the access control mechanism manages access over

l

For each managed access to network asset or security asset via the network interface

|

DT.AUM-1-1.DN-1

Is the managed access for network functions or
Yeg network functions configuration and is the absence }—Ng
of authentication required for the equipment’'s
intended functionality?

NOT APPLICABLE

DT.AUM-1-1.DN-2

Yes Is the managed access performed over networks No——
where access is limited to authorized entities?,

¥

NOT APPLICABLE

A
DT.AUM-1-1_.DN-3
Yes Does the managed access use No
authentication mechanisms?

Figure 3 — Decision Tree for requirement AUM-1-1

[Assessment]
Justification
Asset Decision Node Decision
(E.just. DT.AUM-1-1)
The system requires user
DT.AUM-1-1.DN-1 No |authentication through a password
or equivalent credentials.
AUMA-A
No logical or physical safeguards
DT.AUM-1-1.DN-2 No
have been implemented.
DT.AUM-1-1.DN-3 Yes |The system includes an

22
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authentication mechanism.

Verdict: PASS

[AUM-1-1 Functional completeness assessment]

Asset No. Document Verification

AUMA-A Y

Verdict: PASS

[AUM-1-1 Functional sufficiency assessment]

Asset No. Implemented

AUMA-A Y

Verdict: PASS

[Supporting Evidence])
Web GUI

Web Service: Connected.

Authentication Required

Password:

Please refer to the back label.

‘ Login ‘

23
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AUM-1-1 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment PASS
Functional sufficiency assessment PASS

[AUM-1-2] Requirement user interface

[Requirement]

Access control mechanisms required per ACM-1 shall use authentication
mechanisms for managing entities’ access via user interfaces that allow to:
— read confidential network function configuration or confidential security
parameters; or

— modify sensitive network function configuration or sensitive security parameters;
or

— use network functions or security functions,

except for access:

— where physical or logical measures in the equipment’s targeted operational
environment limit accessibility to authorized entities;

and except for read only access to network functions or network functions
configuration where access without authentication is needed:

— to enable the intended equipment functionality; or

— because legal implications do not allow for authentication mechanisms.

24
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Conceptual assessment]

Equipment

I

- read confidential

For each access control mechanism required per ACM-1 that manages entities' access via a user
interface and allows to:

- modify sensitive network function configuration or sensitive security parameters; or
- use network functions or security functions.

network function configuration or confidential security parameters; or

I

For each network interface the access control mechanism manages access over

I

For each managed access to network asset or security asset via the network interface

Yes

NOT APPLICABLE

NOT APPLICABLE

l

DT.AUM-1-2.DN-1

Is the managed access performed over a user

interface where physical or logical measures in the/—No

targeted environment provide confidence in the
correctness of an entity’s claim?

DT.AUM-1-2.DN-2

Is the managed access only for reading of network
functions or network functions configuration where N
access without authentication is needed to enable

the intended equipment functionality?

Yes.

DT.AUM-1-2.DN-3

s the managed access only for reading o
network functions or network functions
Yes configuration where access without N
authentication is needed because legal
implications do not allow for
authentication mechanisms?

NOT APPLICABLE

DT.AUM-1-2.DN-4

-Yes Does the managed access use authentication No
mechanisms?

Pass Fail

Figure 4 — Decision Tree for requirement AUM-1-2

[Assessment]

Asset ID

Justification
Decision Node Decision

(E.just. DT AUM-1-2)

Authentication is required to access

the DUT.

DT.AUM-1-2.DN-1 No

AUMA-A

Authentication is required to access
DT.AUM-1-2.DN-2 No

network functions.

Network access requires
DT.AUM-1-2.DN-3 No

authentication as a security

25
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measure, not a legal one.

DT.AUM-1-2.DN-4 Yes Apply authentication for access.

Verdict: PASS

[AUM-1-2 Functional completeness assessment]

Asset No. Document Verification

AUMA-A Y

Verdict: PASS

[AUM-1-2 Functional sufficiency assessment]

Asset No. Implemented

AUMA-A Y

Verdict: PASS

[Supporting Evidence]

Follow AUM-1-1
AUM-1-2 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment PASS
Functional sufficiency assessment PASS

[AUM-2] Appropriate authentication mechanisms

[Requirement]
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Authentication mechanisms that are required per AUM-1-1 (network interface) or
AUM-1-2 (user interface) shall verify an entity’s claim based on examining evidence
from at least one element of the categories knowledge, possession and inherence

(one factor authentication).

[AUM-2 Conceptual assessment)

Equipment

r

For each authentication mechanism that is required per AUM-1-1
(network interface) or AUM-1-2 (user 1interface)

!

DT.AUM-2.DN-1

oes the authentication mechanism examine evidenc

Yes from at least one element of the categories No
knowledge, possession and inherence (one factor
authentication)?
Pass Fail

Figure 5 — Decision Tree for requirement AUM-2

[Assessment]
Justification
Asset ID Decision Node Decision
(E.just. DT AUM-2)
Authentication is performed using a
AUMA-A DT.AUM-2.DN-1 Yes
password.

Verdict: PASS

[AUM-2 Functional completeness assessment]
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Functional completeness assessment is covered by the functional sufficiency
assessment of the access control mechanism’s applicability. Therefore, the
functional completeness assessment in ACM-2 is Not Necessary according to the
sources.

Verdict: NOT NECESSARY

[AUM-2 Functional sufficiency assessment]

Asset No. Implemented

AUMA-A Y

Verdict: PASS

[Supporting Evidence]

Follow AUM-1-1
AUM-2 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment NOT NECESSARY
Functional sufficiency assessment PASS

[AUM-3] Authenticator validation

[Requirement]

Authentication mechanisms that are required per AUM-1-1 (network interface) or
AUM-1-2(user interface) shall validate all relevant properties of the used
authenticators, dependent on the available information in the operational

environment of use.
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[AUM-3 Conceptual assessment]

Equipment

r

For each authentication mechanism that is required per AUM-1-1
(network interface) or AUM-1-2 (user interface)

!

DT.AUM-3.DN-1

Does the authentication mechanism validate all
Yes relevant properties considering the available No
information about the authenticator in the
operational environments of use?

Pass Fail

Figure 6 — Decision Tree for requirement AUM-3

[Assessment]
Justification
Asset ID Decision Node Decision
(E.just. DT.AUM-3)
} Authentication is performed using a
AUMA-A | 5T AUM-3.DN-1 Yes
password.

Verdict: PASS

[AUM-3 Functional completeness assessment]

The functional completeness assessment is covered by the functional sufficiency
assessment of the authentication mechanism’s applicability. Therefore, this
functional completeness assessment is Not Necessary.

Verdict : NOT NECESSARY
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[AUM-3 Functional sufficiency assessment]

Asset No. Implemented

AUMA-A Y

Verdict: PASS

[Supporting Evidence]
Follow AUM-1-1
AUM-3 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment NOT NECESSARY
Functional sufficiency assessment PASS

[AUM-4] Changing authenticators

[Requirement]

Authentication mechanisms that are required per AUM-1-1 or AUM-1-2 shall allow
for changing the authenticator except for authenticators where conflicting security

goals do not allow for a change.
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[AUM-4 Conceptual assessment)

No.15-1, Zhonghua Rd., Hsinchu Industrial Park,
Hukou, Hsinchu, Taiwan, R.0.C. 30352

Equipment

|

Tel: +886-3-6006899
Fax: +886-3-5972970

For each authentication mechanism that is required per AUM-1-1
(network interface) or AUM-1-2 (user interface)

Yes

|

DT.AUM-4.DN-1

Does the change of the authenticator conflict Mo

security goals?

NOT APPLICABLE

Pass

DT.AUM-4.DN-2

Yes<{Does the authentication mechanism allow the changej—y,

of the authenticator? l

Fail

Figure 7 — Decision Tree for requirement AUM-4

[Assessment]
Justification
Asset ID Decision Node Decision
(E.just. DT AUM-4)
Since no conflicting security
requirements are present,
DT.AUM-4.DN-1 No - . .
AUMA-A modification of the authenticator is
allowed.
Modification of the authenticator is
DT.AUM-4.DN-2 Yes

permitted.

Verdict: PASS
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[AUM-4 Functional completeness assessment]

The functional completeness assessment is covered by the functional sufficiency
assessment of the authentication mechanism’s applicability. Therefore, this
functional completeness assessment is Not Necessary.

Verdict : NOT NECESSARY

[AUM-4 Functional sufficiency assessment]

Asset No. Implemented

AUMA-A Y

Verdict: PASS

[Supporting Evidence]

Web Service: Connected.

System Management

CHANGE PASSWORD

For security purposes, please change the default password immediately.
New password:

Confirm new password:

Password rule:

X Must be at least 8 and no more than 16 characters.

X Must include at least one lowercase letter. (a-z)

X Must include at least one uppercase letter. (A-7)

X Must include at least one number. (0-9)

X Must include at least one special symbols. (@ # & " * ()< >-_ +=7)
X The "Confirm new password" should be the same as the "New password."
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AUM-4 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment NOT NECESSARY

Functional sufficiency assessment PASS

[AUM-5] Password strength

[AUM-5-1] Requirement for factory default passwords

[Requirement]

If factory default passwords are used by an authentication mechanism that is
required per AUM-1-1 or AUM-1-2, they shall:

— be unique per equipment; and

— follow best practice concerning strength; or

— be enforced to be changed by the user before or on first use.

NOTE: The user can choose to not use any password
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[AUM-5-1 Conceptual assessment]

Equipment

y

For each authentication mechanism required per AUM-1-1 or AUM-1-2
that uses factory default passwords

|

DT.AUM-5-1.DN-1

Yes Is the password enforced to be changed by the userj—pg
before or on first use? l
DT.AUM-5-1.DN-2
Pass ves Is the password unique per equipment? Nil
Fail

DT.AUM-5-1_DN-3
ect  Does the password follow best No
[_Y practice concerning strength? __1

Fail
Pass
Figure 8 — Decision Tree for requirement AUM-5-1
[Assessment]
Justification
Asset ID Decision Node Decision
(E.just. DT.AUM-5-1)
Users are not required to change
DT.AUM-5-1.DN-1 No their passwords upon initial use.
AUMA-A
The password is unique, with each
DT.AUM-5-1.DN-2 Yes
device assigned a different value.
DT.AUM-5-1.DN-3 Yes The password policy mandates a
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minimum length of 8 characters
and must include a mix of
uppercase, lowercase, numeric,

and special characters.

Verdict: PASS

[AUM-5-1 Functional completeness assessment]

The functional completeness assessment is covered by the functional sufficiency

assessment of the authentication mechanism’s applicability. Therefore, this

functional completeness assessment is not necessary.

Verdict: NOT NECESSARY

[AUM-5-1 Functional sufficiency assessment]

Asset No. Implemented

AUMA-A Y

Verdict: PASS

[Supporting Evidence]

Each device is provisioned with a unique default password that is randomly
generated through a secure method.

The password meets established complexity requirements and is
user-modifiable.

The product implements best practices by ensuring every device is assigned a
distinct default password.

This measure effectively reduces the risk of credential reuse and unauthorized

exposure.
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AUM-5-1 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment NOT NECESSARY

Functional sufficiency assessment PASS

[AUM-5-2] Requirement for non-factory default passwords

[Requirement]

If passwords other than factory default passwords are used by an authentication
mechanism required per AUM-1-1 or AUM-1-2, they shall:

— be enforced to be set by the user before or on first use and before the equipment
is logically connected to a network; or

— be defined by an authorized entity within a network where access is limited to
authorized entities; or

— be generated by the equipment using best practice concerning strength and only
communicated to an authorized entity within a network where access is limited to
authorized entities.

NOTE: The user can choose to not use any password
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[AUM-5-2 Conceptual assessment]

Equipment

|

For each authentication mechanism required per AUM-1-1 or AUM-1-2; and
For each non factory default password

l

DT.AUM-5-2.DN-1

Yes Is the password enforced to be set by the user before or on first use,;—pNg
and before the equipment is logically connected to a network?

DT.AUM-5-2.DN-2

ves{ IS the password defined by an authorized entity
Pass within a network where access is Timited to N
authorised entities?

Q

DT.AUM-5-2.DN-3

Is the password generated by the equipment

using best practice concerning strength and

25 % pnly communicated to an authorized entity

ithin a network where access is Tlimited t
authorised entities?

Pass Fail

Figure 9 — Decision Tree for requirement AUM-5-2

[Assessment]
Justification
Asset ID Decision Node Decision
(E.just.DT.AUM-5-2)
The Device Under Test (DUT)

DT.AUM-5-2.DN-1 - includes an accessible factory
AUMA-A default account.

DT.AUM-5-2.DN-2 - -

DT.AUM-5-2.DN-3 - -

Verdict: NOT APPLICABLE
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[AUM-5-2 Functional completeness assessment]

The functional completeness assessment is covered by the functional sufficiency
assessment of the authentication mechanism’s applicability. Therefore, this
functional completeness assessment is Not Necessary.

Verdict : NOT NECESSARY

[AUM-5-2 Functional sufficiency assessment]

Asset No. Implemented

AUMA-A N/A

Verdict: NOT APPLICABLE

[Supporting Evidence]

The DUT factory default account available

AUM-5-2 Summary Assessment Verdict
Conceptual assessment NOT APPLICABLE
Functional completeness assessment NOT NECESSARY
Functional sufficiency assessment NOT APPLICABLE

[AUM-6] Brute force protection
[Requirement]

Authentication mechanisms required per AUM-1-1 or AUM-1-2 shall be resilient

against brute force attacks.
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[AUM-6 Conceptual assessment]

Equipment

r

For each authentication mechanisms required by AUM-1-1 or AUM-1-2

l

DT.AUM-6.DN-1

Yes Has the authentication mechanism the capability to No
be resilient against brute force attacks?

Pass Fail
Figure 10 — Decision Tree for requirement AUM-6
[Assessment]
Justification
Asset ID Decision Node Decision
(E.just. DT AUM-6)

A protective mechanism against
AUMA-A DT.AUM-6.DN-1 Yes brute force cracking attempts is in

place.

Verdict: PASS

[AUM-6 Functional completeness assessment]

The functional completeness assessment is covered by the functional sufficiency
assessment of the authentication mechanism’s applicability.

Therefore, this functional completeness assessment is Not Necessary.

Verdict: NOT NECESSARY

40



A No.15-1, Zhonghua Rd., Hsinchu Industrial Park,
f" 23 B R 0 WA N Hukou, Hsinchu, Taiwan, R.0.C. 30352
O/ Tel: +886-3-6006899

Fax: +886-3-5972970

[AUM-6 Functional sufficiency assessment]

Asset No. Implemented

AUMA-A Y

Verdict: PASS

[Supporting Evidence]

There are time delays and login limits

GUI
Web Service: Connected.
Authentication Required
Password:
Login limit reached. Please wait a moment before trying again.

AUM-6 Summary Assessment Verdict

Conceptual assessment PASS
Functional completeness assessment NOT NECESSARY

Functional sufficiency assessment PASS
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4.3 [SUM]Secure update mechanism

[SUM-1] Applicability of update mechanisms

[Requirement]

The equipment shall provide at least one update mechanism for updating software,
including firmware, affecting security assets and/or network assets, except for
software:

— where functional safety implications do not allow updatability; or

— which is immutable; or

— where alternative measures protect the affected security assets and/or network

assets during the entire lifecycle of the equipment.

[SUM-1 Assets]

Asset No. Asset Update mechanisms

The update mechanism includes automatic
SUMA-A Update function
update or manual update
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[SUM-1 Conceptual assessment]

Equipment

!

For each part of the software, including firmware ‘

-

DT.SUM-1.DN-1
Does the part of the software affect security

Yes assets and/or network assets?

No.15-1, Zhonghua Rd., Hsinchu Industrial Park,
Hukou, Hsinchu, Taiwan, R.0.C. 30352

Tel: +886-3-6006899

Fax: +886-3-5972970

NOT APPLICABLE DT.SUM-1.DN-2

Do functional safety implications p!
updatability?

rohibit

.

NOT APPLICABLE

DT.SUM-

Is the software or firmware immutable?

1.DN-3

-

NOT APPLICABLE

Yes

DT.SUM-1.DN-4

Do alternative measures exist that protect
security assets and/or network assets during the

entire lifecycle?

.

NOT APPLICABLE

Does the equipment provide at Teast one update
mechanism for updating the part of the software?,

DT.SUM-1.DN-5

Nor

[Ves

Pass

Figure 11 — Decision Tree for requirement SUM-1

[Assessment]
Justification
Asset ID Decision Node Decision
(E.just.DT.SUM-1)
DT.SUM-1.DN-1 No The update will affect assets
Updates are permitted since
DT.SUM-1.DN-2 No functional safety requirements
SUMA-A impose no restrictions.
The system supports modifications
DT.SUM-1.DN-3 No
to both software and firmware.
DT.SUM-1.DN-4 No Continuous software updates are
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supported, removing the necessity
for backup or contingency

mechanisms.

The device has an update
DT.SUM-1.DN-5 Yes
mechanism

Verdict: PASS
[SUM-1 Functional completeness assessment]
NONE

Verdict: NONE

[SUM-1 Functional sufficiency assessment]

Asset No. Implemented

SUMA-A Y

Verdict: PASS
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[Supporting Evidence]
Web Service: Connected.

System Setting

FIRMWARE VERSION

v1.1.37

OTA SERVER DAILY CHECK

O Disable

® Enable
SUM-1 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment NONE
Functional sufficiency assessment PASS

[SUM-2] Secure updates
[Requirement]
Each update mechanism as required per SUM-1 shall only install software whose

integrity and authenticity are valid at the time of the installation.
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[SUM-2 Conceptual assessment)
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Equipment

h 4

For each update mechanism for updating software that affects
security or network assets (including firmware)

v
DT.SUM-2.DN-1
Does the update mechanism ensure to only install
ves software whose integrity and authenticity are No
valid at the time of installation?
Pass Fail
Figure 12 — Decision Tree for requirement SUM-2
[Assessment]
Justification
Asset ID Decision Node Decision
(E.just.DT.SUM-2)
The software includes a verification
SUMA-A DT.SUM-2.DN-1 Yes
mechanism to ensure its integrity.

Verdict: PASS

[SUM-2 Functional completeness assessment]

The functional completeness assessment is covered by the functional sufficiency

assessment of the secure update mechanism’s applicability.

Therefore, this functional completeness assessment is Not Necessary.

Verdict : NOT NECESSARY
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[SUM-2 Functional sufficiency assessment]

Asset No. Implemented

SUMA-A Y

Verdict: PASS

[Supporting Evidence]
Before the firmware update process begins, the system verifies the checksum of the

downloaded firmware file to ensure its integrity.

@ COM17 - Tera Term VT
File Edit Setup Control Window Help

Ready to download FW...
NEW_FW_URL: 1iniHubPro_OPDK_sx1302/latest/1.1.38/
niHubPro_OPDK_S5X1302_OTA_Test_Fw-v1.1.38.bin?AwWSAccessKeyId= &Expires=17568019998&

Got FW size = 1506192 bytes
New firmware version: v1.1.38

New firmware project name: MiniHubPro_OPDK_SX1302
Running firmware version: v1.1.37

Running firmware ﬁroject name: MiniHubPro_OPDK_5X1302
Project name match!

Got a newer FW...

SUM-2 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment NOT NECESSARY

Functional sufficiency assessment PASS

[SUM-3] Automated updates

[Requirement]

Each update mechanism that is required per SUM-1 shall be capable of updating
the software:

— without human intervention at the equipment; or

— via scheduling the installation of an update under human approval; or
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— via triggering the installation of an update under human approval or supervision
where there is the need to prevent any unexpected damage in the operational

environment.

[SUM-3 Conceptual assessment]

Equipment

A 4
For each update mechanism required per SUM-1

A
DT.SUM-3.DN-1

Ves Is the update mechanism capable of updating the

software without human intervention at the No
equipment?
Pass DT.SUM-3.DN-2
Is the update mechanism capable of updating the No
€s software via scheduling the installation of an
update under human approval?
DT.SUM-3.DN-3
Pass
Is the update mechanism capable of updating the
es software via triggering the installation of an No
update under human approval?
pass
Figure 13 — Decision Tree for requirement SUM-3
[Assessment]
Justification
Asset ID Decision Node Decision
(E.just.DT.SUM-3)
The device supports online
DT.SUM-3.DN-1 Yes
automatic updates
SUMA-A
DT.SUM-3.DN-2 - -
DT.SUM-3.DN-3 - -
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Verdict: PASS

[SUM-3 Functional completeness assessment]

The functional completeness assessment is covered by the functional sufficiency
assessment of the secure update mechanism’s applicability.

Therefore, this functional completeness assessment is Not Necessary.

Verdict: NOT NECESSARY

[SUM-3 Functional sufficiency assessment]

Asset No. Implemented

SUMA-A Y

Verdict: PASS

[Supporting Evidence]
Web Service: Connected.

System Setting

FIRMWARE VERSION

v1.1.37

OTA SERVER DAILY CHECK

O Disable
@ Enable
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SUM-3 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment NOT NECESSARY

Functional sufficiency assessment PASS

4.4 [SSM] Secure storage mechanism

[SSM-1] Applicability of secure storage mechanisms

[Requirement]

The equipment shall always use secure storage mechanisms for protecting the
security assets and network assets persistently stored on the equipment, except for
persistently stored security assets or network assets where:

— the physical or logical measures in the target environment ensures the security
asset or network asset stored on the equipment accessibility is limited to authorized

entities.

[SSM-1 Assets]

Asset No. Asset Type Store Mechanism
SSMA-A | TLS private key and certificate Security Web GUI
SSMA-B Web login password Security Web GUI
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[SSM-1 Conceptual assessment]

Equipment

4

For each network asset and security asset
persistently stored on the equipment

l

For each persistent storage of the network
asset or security asset on the eguipment

!

DT.SSM-1.DN-1

Is the storage of the network asset or security No
es sset protected by physical or logical measures 1
the equipment's target operational environment?

Pass DT.SSM-1.DN-2

Yes Is the storage of the network asset or security NO
asset implemented by a secure storage mechanism?

v

Fail
Pass al

Figure 14 — Decision Tree for requirement SSM-1

[Assessment]
Justification
Asset ID Decision Node Decision
(E.just.DT.SSM-1)
No logical or physical protection
DT.SSM-1.DN-1 Yes
measures are present in the DUT.
SSMA-A
Assets are stored in flash and
SSMA-B
DT.SSM-1.DN-2 - encrypted with the secure
mechanism

Verdict: PASS

51



44 BROWAN

[SSM-1 Functional completeness assessment]
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Asset No. Document Verification
SSMA-A Y
SSMA-B Y
Verdict: PASS
[SSM-1 Functional sufficiency assessment]
Asset No. Implemented
SSMA-A Y
SSMA-B Y

Verdict: PASS

[Supporting Evidence]

The data stored on the DUT cannot be accessed through normal operational
interfaces; it requires the use of specialized hardware tools to attempt extraction.

This physical restriction provides an effective protection mechanism for the stored

information.

52



44 BROWAN

No.15-1, Zhonghua Rd., Hsinchu Industrial Park,
Hukou, Hsinchu, Taiwan, R.0.C. 30352

Tel: +886-3-6006899

Fax: +886-3-5972970

SSM-1 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment PASS
Functional sufficiency assessment PASS

[SSM-2] Appropriate integrity protection for secure storage mechanisms

[Requirement]

Each secure storage mechanism that is required per SSM-1 shall protect the

integrity of security assets and network assets it stores persistently.

[SSM-2 Conceptual assessment]

Equipment

h

For each secure storage mechanism required per 55M-1

Y

For each persistently stored security asset and network asset

'

DT.SSM-2.DN-1

Is the integrity of the asset protected to ensure NO
= that attacks on secure storage do not lead to its
manipulation?

Pass

Fail

Figure 15 — Decision Tree for requirement SSM-2
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[Assessment]
Justification
Asset ID Decision Node Decision
(E.just.DT.SSM-2)
Assets are stored in flash memory,
and access is only possible through
SSMA-A
DT.SSM-2.DN-1 Yes the use of dedicated hardware
SSMA-B
tools, providing physical protection
against unauthorized extraction.

Verdict: PASS

[SSM-2 Functional completeness assessment]
The functional completeness assessment is covered by the functional sufficiency
assessment of the secure storage mechanism’s applicability.

Therefore, this functional completeness assessment is Not Necessary.

Verdict : NOT NECESSARY

[SSM-2 Functional sufficiency assessment]

Asset No. Implemented
SSMA-A Y
SSMA-B Y

Verdict: PASS

[Supporting Evidence]
Follow SSM-1

SSM-2 Summary Assessment Verdict
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Conceptual assessment PASS
Functional completeness assessment NOT NECESSARY
Functional sufficiency assessment PASS

[SSM-3] Appropriate confidentiality protection for secure storage mechanisms
[Requirement]

Each secure storage mechanism that is required per SSM-1 shall protect the
secrecy of confidential security parameter and confidential network function

configuration it stores persistently.

55



A No.15-1, Zhonghua Rd., Hsinchu Industrial Park,
f" 23 B R 0 WA N Hukou, Hsinchu, Taiwan, R.0.C. 30352
O/ Tel: +886-3-6006899

Fax: +886-3-5972970

[SSM-3 Conceptual assessment]

Equipment

h 4

For each secure storage mechanism required per SSM-1 that persistently

stores confidential security parameters or confidential network function
configuration

h 4

For each stored confidential security parameter and confidential
network function configuration

h 4
DT.SSM-3.DN-1

s the secrecy of the confidential security paramete
Ves and confidential network function protected to ensure NO
that attacks on secure storage do not lead to its
disclosure?

Fail
Pass

Figure 16 — Decision Tree for requirement SSM-3

[Assessment]
Justification
Asset ID Decision Node Decision
(E.just.DT.SSM-3)
Assets are stored in flash memory,
and access is only possible through
SSMA-A
DT.SSM-3.DN-1 Yes the use of dedicated hardware
SSMA-B
tools, providing physical protection
against unauthorized extraction.

Verdict: PASS
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Asset No. Document Verification
SSMA-A Y
SSMA-B Y
Verdict: PASS
[SSM-3 Functional sufficiency assessment]
Asset No. Implemented
SSMA-A Y
SSMA-B Y
Verdict: PASS
[Supporting Evidence]
Follow SSM-1
SSM-3 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment PASS
Functional sufficiency assessment PASS
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4.5 [SCM] Secure communication mechanism

[Requirement]

The equipment shall always use secure communication mechanisms for
communicating security assets and network assets with other entities via network
interfaces, except for:

— communicating security assets or network assets whose transfer is protected by
physical or logical measures in the targeted environment that ensure that network
assets or security assets are not exposed to unauthorized entities; or

— communicating security assets or network assets whose exposure is part of
establishing or managing a connection combined with additional measures to

authenticate the connection or trust relation.

[SCM-1 Assets]

Asset No. Asset Type Connect Mechanism

SCMA-A Wi-Fi Network Network interface
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[SCM-1 Conceptual assessment]

Equipment

|

For each communication of network assets or security assets
via network interface

L.
DT.SCM-1.DN-1

Is the secure communication of network assets or
security assets ensured by a secure communication
mechanism?

Yes No

DT.SCM-1.DN-2

Pass
Is the temporary exposure of network assets or
security assets required as part of establishing or
managing a connection? NO

i

Does the targeted environment ensure that network
assets or security assets are not exposed to
unauthorised entities?

NOT APPLICABLE

DT.SCM-1.DN-3

Yes

No
NOT APPLICABLE

Figure 17 — Decision Tree for requirement SCM-1

[Assessment]

Justification

(E.just.DT.SCM-1)

Asset ID Decision Node Decision

Measurement data transmission is
DT.SCM-1.DN-1 Yes  |protected through TLS 1.2

SCMA-A encryption.

DT.SCM-1.DN-2 - -

DT.SCM-1.DN-3 - -

Verdict: PASS
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o=

[SCM-1 Functional completeness assessment]

Asset No. Document Verification

SCMA-A Y

Verdict : PASS

[SCM-1 Functional sufficiency assessment]

Asset No. Implemented

SCMA-A Y

Verdict : PASS

[Supporting Evidence]

pEs

File Edit View G pture Analyze Statistics Telephony

ADAdG mBEBR Re>2>EFIHE E

N ipaddr==192.168.4.1

No. Time Source Destination Protocol Length
27:42.162717 1 2 153 Applic:
27:42.212563 2 1 54 11184
1 2

4 2025-09-02 :27:42.631621 .2 . 4.1 54 11184 -
11 2025-09-02 08:27:43.227012  192.168.4.2 192.168.4.1 TLSv1.2 701 Applici
14 2025-09-02 08:27:43.384444 192.168.4.1 192.168.4.2 TLSv1.2 152 Applic:
15 2025-09-02 08:27:43.429373 192.168.4.2 192.168.4.1 Tcp 54 11184 -
20 2025-09-02 08:27:43.666143 192.168.4.1 192.168.4.2 TLSv1.2 446 Applic:
21 2025-09-02 08:27:43.710487 192.168.4.2 192.168.4.1 cp 54 11184 -
22 2025-09-02 08:27:43.715962 192.168.4.2 192.168.4.1 TLSv1.2 681 Applic:
23 2025-09-02 08:27:43.893746 192.168.4.1 192.168.4.2 Tcp 54 443 >
24 2025-09-02 08:27:43.902606 192.168.4.1 192.168.4.2 TLSv1.2 151 Applic:
25 2025-09-02 08:27:43.958270 192.168.4.2 192.168.4.1 Tcp 54 11184 -
26 2025-09-02 08:27:44.058010 192.168.4.1 192.168.4.2 TLSv1.2 430 Applic:
27 2025-09-02 08:27:44.099481 192.168.4.2 192.168.4.1 Tcp 54 11184 -
28 2025-09-02 08:27:45.599671 192.168.4.2 192.168.4.1 TLSv1.2 677 Applic:
29 2025-09-02 08:27:45.623288 192.168.4.1 192.168.4.2 TLSv1.2 153 Applic:
30 2025-09-02 08:27:45.673454 192.168.4.2 192.168.4.1 Tcp 54 11184 -
31 2025-09-02 08:27:45.753516 192.168.4.1 192.168.4.2 TLSv1.2 1105 Applic:
32 2025-09-02 08:27:45.799448  192.168.4.2 192.168.4.1 TCP 54 11184 -
33 2025-09-02 08:27:47.078369 192.168.4.2 192.168.4.1 TLSv1.2 681 Applic:
34 2025-09-02 08:27:47.127553 192.168.4.1 192.168.4.2 TLSv1.2 151 Applic:
35 2025-09-02 08:27:47.169915 192.168.4.2 192.168.4.1 Tcp 54 11184 -
36 2025-09-02 08:27:47.298288 192.168.4.1 192.168.4.2 TLSvV1.2 430 Applic:
37 2025-09-02 08:27:47.339767 4.1 54 11184 -

Frame 3: 1157 bytes on wire (9256 bits), 1157 bytes captured

Ethernet II, Src: BrowanCommun_30:04:01 (00 30:04:01), |
Internet Protocol Version 4, Src: 192.168.4.1, D: 192.168.4
Transmission Control Protocol, Src Port: 443, Dst Port: 11184
Transport Layer Security

@ B wireshark Wi-FIXDWHC3.pcapng 3 Dropped: 0 Profile: Default|
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SCM-1 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment PASS
Functional sufficiency assessment PASS

[SCM-2] Appropriate integrity and authenticity protection for secure communication

mechanisms

[Requirement]

Each secure communication mechanism that is required per SCM-1 shall apply best

practices to protect the integrity and authenticity of the security assets and network

assets communicated, except for communicating security assets or network assets

where:

— a deviation from best practice for integrity or authenticity protection is required for

interoperability reasons.
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[SCM-2 Conceptual assessment]

Equipment

l

For each secure communication mechanism that is required per SCM-1

A 4
For each communication of security assets or network assets

hd

DT.SCM-2.DN-1

Yes Are best practices applied to protect the integrity NO
and authenticity of the communicated asset?

Pass DT.SCM_Z .DN_Z
Is a deviation from best practice for integrity or
authenticity protection inevitable for
interoperability reasons? No

NOT APPLICABLE

Figure 18 — Decision Tree for requirement SCM-2

[Assessment]
Justification
Asset ID Decision Node Decision
(E.just.DT.SCM-2)
Measurement data transmission is
DT.SCM-2.DN-1 Yes  |protected through TLS 1.2
SCMA-A )
encryption.
DT.SCM-2.DN-2 - -

Verdict: PASS
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[SCM-2 Functional completeness assessment])

The functional completeness assessment is covered by the functional sufficiency

No.15-1, Zhonghua Rd., Hsinchu Industrial Park,
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assessment of the secure communication mechanism’s applicability. Therefore, this

functional completeness assessment is Not Necessary.

Verdict : NOT NECESSARY

[SCM-2 Functional sufficiency assessment]

Asset No. Implemented
SCMA-A Y
Verdict : PASS
[Supporting Evidence]
Follow SCM-1
SCM-2 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment NOT NECESSARY
Functional sufficiency assessment PASS
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[SCM-3] Appropriate confidentiality protection for secure communication
mechanisms

[Requirement]

Each secure communication mechanism that is required per SCM-1 shall apply best
practices to protect the confidentiality of communicated network assets and security
assets where confidentiality protection of those is needed, except for
communicating security assets or network assets where:

— a deviation from best practice for protecting confidentiality is required for

interoperability reasons.

[SCM-3 Conceptual assessment]

Equipment

l

For each secure communication mechanism that is required per SCM-1

¥

For each communication of security assets or network assets
where confidentiality protection is needed

¥

DT.SCM-3.DN-1

Yes Is best practices applied to protect the NO
confidentiality of the communicated asset?

FEEE DT.SCM-3.DN-2
Is a deviation from best practice inevitable for
interoperability reasons?

No
NOT APPLICABLE

Figure 19 — Decision Tree for requirement SCM-3
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[Assessment]
Justification
Asset ID Decision Node Decision
(E.just.DT.SCM-3)
Measurement data transmission is
DT.SCM-3.DN-1 Yes  |protected through TLS 1.2
SCMA-A .
encryption.
DT.SCM-3.DN-2 - -

Verdict: PASS

[SCM-3 Functional completeness assessment)

The functional completeness assessment is covered by the functional sufficiency
assessment of the secure communication mechanism’s applicability. Therefore, this
functional completeness assessment is Not Necessary.

Verdict: NOT NECESSARY

[SCM-3 Functional sufficiency assessment]

Asset No. Implemented

SCMA-A Y

Verdict : PASS

[Supporting Evidence])
Follow SCM-1
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SCM-3 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment NOT NECESSARY

Functional sufficiency assessment PASS

[SCM-4] Appropriate replay protection for secure communication mechanisms

[Requirement]

Each secure communication mechanism that is required per SCM-1 shall apply best

practices to protect the security assets and the network assets communicated

against replay attacks, except for communicating security assets or network assets

where:

— a duplicate transfer does not impose a threat of a replay attack; or

— a deviation from best practice for replay protection is required for interoperability

reasons.
[SCM-4 Assets]

Asset No. Asset Type Connect Mechanism
SCMA-C Web GUI login Network Web GUI
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[SCM-4 Conceptual assessment)

Equipment

|

For each secure communication mechanism that is required per SCM-1

!

For each communication of security assets or network assets

I

DT.SCM-4.DN-1

Yes Are best practices applied to protect the No
communicated asset against replay attacks?
Pass
DT.SCM-4.DN-2
es Does a duplicate transfer not impose a threat of a replay attack?
No
i
DT.SCM-4.DN-3
Yes Is a deviation from best practice inevitable for
interoperability reasons? No
Figure 20 — Decision Tree for requirement SCM-4
[Assessment]
Justification
Asset ID Decision Node Decision
(E.just.DT.SCM-4)
Randomized access attempts result
in 400/401/403 unauthorized
DT.SCM-4.DN-1 Yes
access responses, with variable
SCMA-C response lengths..
DT.SCM-4.DN-2 - -
DT.SCM-4.DN-3 - -

Verdict: PASS
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[SCM-4 Functional completeness assessment]

The functional completeness assessment is covered by the functional sufficiency
assessment of the secure communication mechanism’s applicability. Therefore, this
functional completeness assessment is not necessary.

Verdict: NOT NECESSARY

[SCM-4 Functional sufficiency assessment]

Asset No. Implemented

SCMA-C Y

Verdict : PASS

[Supporting Evidence]
replay attack test

F C\Windows\System32\cmd.e» X + -

C:\Users\Joey\AppData\Local\Programs\Python\Python39\1lib\site-packages\urllib3\connectionpool.py:1064: InsecureRequestWa
rning: Unverified HTTPS request is being made to host '192.168.4.1'. Adding certificate verification is strongly advised
. See: https://urllib3.readthedocs.io/en/1.26.x/advanced-usage.html#ssl-warnings
warnings.warn(
3 : 400 | EIfE: {"status":"fail","fail_msg":"Some parameters are missing. Please try again.","
103 | E@: None
sers\Joey\AppData\Local\Programs\Python\Python39\1lib\site-packages\urllib3\connectionpool.py:1064: InsecureRequestWa
rning: Unverified HTTPS request is being made to host '192.168.4.1'. Adding certificate verification is strongly advised
. See: https://urllib3.readthedocs.io/en/1.26.x/advanced-usage.html#fssl-warnings
warnings.warn(
F: U400 | EE: {"status":"fail","fail_msg":"Some parameters are missing. Please try again.","....
ou | Ei&: None
C:\Users\Joey\AppData\Local\Programs\Python\Python39\lib\site-packages\urllib3\connectionpool.py:1064: InsecureRequestWa
rning: Unverified HTTPS request is being made to host '192.168.4.1'. Adding certificate verification is strongly advised
. See: https://urllib3.readthedocs.io/en/1.26.x/advanced-usage.html#ssl-warnings
warnings.warn(
[8] Ak#E®E: ueo | =) {"status":"fail","fail_msg":"Some parameters are missing. Please try again.","
"1 EERE: 98 | @ : None
C:\Users\Joey\AppData\Local\Programs\Python\Python39\1lib\site-packages\urllib3\connectionpool.py:1064: InsecureRequestWa
rning: Unverified HTTPS request is being made to host '192.168.4.1'. Adding certificate verification is strongly advised
: https://urllib3.readthedocs.io/en/1.26.x/advanced-usage.html#ssl-warnings
ings.warn(
REH 40 | EFE: {"status":"fail","fail_msg":"Some parameters are missing. Please try again."

.. [l fE & 100 | E@: None
:\Users\Joey\AppData\Local\Programs\Python\Python39\lib\site-packages\urllib3\connectionpool.py:1064: InsecureRequestWa
rning: Unverified HTTPS request is being made to host '192.168.4.1'. Adding certificate verification is strongly advised
. See: https://urllib3.readthedocs.io/en/1.26.x/advanced-usage.htmli{ssl-warnings

warnings.warn(
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SCM-4 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment NOT NECESSARY

Functional sufficiency assessment PASS

4.6 [RLM] Resilience mechanism

[RLM-1] Applicability and appropriateness of resilience mechanisms
[Requirement]

The equipment shall use resilience mechanisms to mitigate the effects of Denial of
Service (DoS) Attacks on the network interfaces and return to a defined state after
the attack except for:

— network interfaces that are only used in a local network that do not interoperate
with other networks; or

— network interfaces where other devices in the network provide sufficient
protection against DoS attacks and loss of essential functions for network

operations.

[RLM-1 Assets]

Asset No. Asset Type Connect Mechanism

RLMA-A Wi-Fi Network Network interface
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[RLM-1 Conceptual assessment]

Equipment

l

For each network interface

DT.RLM-1.DN-1

Does the equipment use resilience mechanisms to
Yes mitigate the effects of DoS attacks on the network NO
interfaces and return to a defined state after the
attack?

RS DT.RLM-1.DN-2

Is the network interface intended to be used to
communicate with other equipment in a local network
only?

No

DT.RLM-1.DN-3
Do other devices in the network provide sufficient
protection against DoS attacks and loss of function
of the equipment?

NOT APPLICABLE

Yes

Fail

s

NOT APPLICABLE

Figure 21 — Decision Tree for requirement RLM-1

[Assessment]

Justification

(E.just.DT.RLM-1)

Asset ID Decision Node Decision

There is a recovery mechanism,
and the log will record logs (DROP
SYN FLOOD or DROP TCP PORT
0 tag).

DT.RLM-1.DN-1 No

The network interface is intended
RLMA-A DT.RLM-1.DN-2 No solely for communication with

devices in the local network.

The equipment is protected by
upstream router and firewall, which
DT.RLM-1.DN-3 Yes
provide sufficient defense against

DoS attacks and maintain normal
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functionality.

Verdict: PASS

[RLM-1 Functional completeness assessment]

Asset No. Document Verification

RLMA-A Y

Verdict : PASS

[RLM-1 Functional sufficiency assessment]

Asset No. Implemented

RLMA-A Y

Verdict : PASS
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[Supporting Evidence]
The firewall of the upstream router.

Firewall - Zone Settings

The firewall creates er your network interfaces to control network traffic flow.

General Settings

Enable SYN-flood protection
Drop invalid packets
Enable FullCone NAT
Enable FullCone NATG
Input reject
Output accept

Forward reject

Routing/NAT Offloading

Experimental feature. Not fully compatible with QoS/SQM

Software flow offloading

Software based offloading for routing/NAT

Zones

Zone = Forwardings Forward Masquerading

lan

RLM-1 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment PASS
Functional sufficiency assessment PASS
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4.7 [NMM] Network monitoring mechanism

[NMM-1] Applicability and appropriateness of network monitoring mechanisms
[Requirement]

If the equipment is a network equipment, the equipment shall provide network
monitoring mechanism(s) to detect for indicators of DoS attacks in the network

traffic between networks which it processes.

[NMM-1 Assets]

Asset No. Asset Type Connect Mechanism

NMMA-A Web GUI Network Network interface

[NMM-1 Conceptual assessment]

Equipment
¥
DT.NMM-1.DN-1
Ves Is the equipment a Network Equipment? No
r
NOT APPLICABLE

DT.NMM-1.DN-2
Does the Network Equipment provide a network

No monitoring mechanism to detect indicators of Dos
attacks? YIS
Fail Pass
Figure 22 — Decision Tree for requirement NMM-1
[Assessment]
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Justification
Asset ID Decision Node Decision
(E.just. DT.NMM-1)
DT.NMM-1.DN-1 No DUT is network equipment
NMMA-A

DT NMM-1.DN-2 i A network monitoring mechanism is

implemented in the system.

Verdict: NOT APPLICABLE

[NMM-1 Functional completeness assessment]
Functional completeness assessment is Not Necessary in this clause since the

network monitoring mechanism is always mandatory for network equipment.

Verdict : NOT NECESSARY

[NMM-1 Functional sufficiency assessment]

Asset No. Document Verification

NMMA-A Y

Verdict : PASS

[Supporting Evidence]
The DUT provides network connectivity only for the purpose of forwarding LoRaWAN
packets to a designated LoRaWAN Network Server. It does not perform routing,
switching, or traffic exchange between different networks, nor does it provide Internet
sharing functionality. Accordingly, while the device is network-connected, it is not
considered a “network equipment” under the scope of this requirement, and the
obligation to implement network monitoring mechanisms for DoS detection is not

applicable.
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NMM-1 Summary Assessment

Verdict

Conceptual assessment

NOT APPLICABLE

Functional completeness assessment

NOT NECESSARY

Functional sufficiency assessment

NOT APPLICABLE

4.8 [TCM] Traffic control mechanism

[TCM-1] Applicability of and appropriate traffic control mechanisms

[Requirement]

If the equipment is a network equipment, the equipment shall provide network traffic

control mechanism(s).

[TCM-1 Assets]

Asset No. Asset

Type

Connect Mechanism

TCMA-A Web GUI

Network

Network interface
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[TCM-1 Conceptual assessment]

Equipment
¥
DT.TCM-1.DN-1
Ves Is the equipment a Network Equipment? No
¥
NOT APPLICABLE

DT.TCM-1.DN-2
No— Does the Network Equipment provide a traffic control

iem?
mechanism? ves

l

Fail Pass

Figure 23 — Decision Tree for requirement TCM-1

[Assessment]
Justification
Asset ID Decision Node Decision
(E.just.DT.TCM-1)

DT.TCM-1.DN-1 No DUT is network equipment
TCMA-A A traffic control mechanism is

DT.TCM-1.DN-2 -

implemented in the DUT.

Verdict: NOT APPLICABLE

[TCM-1 Functional completeness assessment]
Functional completeness assessment is Not Necessary in this clause since the
traffic control mechanism is always mandatory for network equipment.

Verdict : NOT NECESSARY

[TCM-1 Functional sufficiency assessment]
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Asset No. Document Verification

TCMA-A N/A

Verdict : PASS

[Supporting Evidence]

The DUT functions solely as a protocol bridge between LoRaWAN end devices and
a LoRaWAN Network Server. It does not provide routing, switching, or traffic control
between networks. Therefore, it is not considered “network equipment” under this

requirement, and the obligation to provide network traffic control mechanisms is not

applicable.
TCM-1 Summary Assessment Verdict
Conceptual assessment NOT APPLICABLE
Functional completeness assessment NOT NECESSARY
Functional sufficiency assessment NOT APPLICABLE

4.9 [CCK] Confidential cryptographic keys

[CCK-1] Appropriate CCKs

[Requirement]

Confidential cryptographic keys that are preinstalled or generated by the equipment
during its use, shall support a minimum security strength of 112-bits, except for:

— CCKs that are solely used by a specific security mechanism, where a deviation is
identified and justified under the terms of sections ACM or AUM or SCM or SUM or

SSM.
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disclosure cannot be used to harm the network or its functioning or for the misuse of

network resources, such as secrets solely protecting intellectual property are not

covered by the definition of confidential cryptographic key.

NOTE 2: The requirement refers to all confidential cryptographic keys chosen by the

equipment manufacturer either directly or imposed by a protocol. For instance, the

manufacturer directly chooses/configures the cipher suite of TLS protocol to be

used by the device, other protocols can impose one single option for cryptographic

algorithms and their respective keys.

[CCK-1 Assets]

Asset No.

Asset

Type

CCKA-A

TLS key

Security
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[CCK-1 Conceptual assessment]

Equipment

¥

For each confidential cryptographic key
(preinstalled or generated during usage)

¥

DT.CCK-1.DN-1

s the CCK solely used by a specific securit
Yes mechanism, where a deviation is identified NO
nd justified under the terms of sections AC
or AUM or SCM or SUM or 55M?

L J

Tel: +886-3-6006899
Fax: +886-3-5972970

NOT APPLICABLE DT.CCK-1.DN-2
No Does the CCK support a minimum security strength o
112-bits? Yes
Figure 24 — Decision Tree for requirement CCK-1
[Assessment]
Justification
Asset ID Decision Node Decision
(E.just.DT.TCM-1)
DT CCK-1 DN-1 NG Not used in specific security
mechanisms
CCKA-A TLS certificate uses RSA 2048-bit;
DT.CCK-1.DN-2 Yes  |supported key exchange groups
offer 112—-260 bits of security.

Verdict : PASS
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[CCK-1 Functional completeness assessment]

Asset No. Document Verification

CCKA-A Y

Verdict : PASS

[CCK-1 Functional sufficiency assessment]

Asset No. Implemented

CCKA-A Y

Verdict : PASS

[Supporting Evidence]

sslscan

Supported Server Cipher(s):
TLSv1.2 bits
Accepted TLSvl. bits ECDHE-RSA-AES256-SHA384
Accepted TLSvl. bits ECDHE-RSA-AES256-SHA
Accepted TLSvl. bits
Accepted TLSvl. bits ECDHE-RSA-AES128-SHA256
Accepted TLSvl. bits ECDHE-RSA-AES128-SHA

Server Key Exchange Group(s):
TLSv1.2 bits secp224kl
TLSv1. bits secp224rl
TLSv1. bits
TLSvIL. bits secp256rl (NIST P-256)
TLSvI1. bits secp384rl (NIST P-384)

TLSvL. bits secp521rl (NIST P-521)
TLSv1. bits brainpoolP256rl

SSL Certificate:
Signature Algorithm:
RSA Key Strength: 2048

Subject: *.browan.com
Altnames: IP Address:192.168.4.1, IP Address:192.168.55.20
Issuer: Browan Communications Inc

Not valid before:
Not valid after:
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CCK-1 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment PASS
Functional sufficiency assessment PASS

[CCK-2] CCK generation mechanisms

[Requirement]

The generation of confidential cryptographic keys shall adhere to best practice
cryptography, except for:

— the generation of CCKs for a specific security mechanism, where a deviation is
identified and justified under the terms of sections ACM or AUM or SCM or SUM or
SSM.

NOTE: Confidential cryptographic key is a defined term. Other secrets, whose
disclosure cannot be used to harm the network or its functioning or for the misuse of
network resources, such as secrets solely protecting intellectual property are not

covered by the definition of confidential cryptographic key.
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[CCK-2 Conceptual assessment]

Equipment

¥

For each CCK generation mechanism

l

For each generated CCK

¥

DT.CCK-2.DN-1

Is the CCK solely used for a specific
Yes security mechanism, where a deviation is NO
identified and justified under the terms of
sections ACM, AUM, SCM, SUM or SSM?

h

NOT APPLICABLE DT.CCK-2.DN-2
No—4 Does the generation mechanism for the CCK adhere to
best practice cryptography? Yes

Figure 25 — Decision Tree for requirement CCK-2

No.15-1, Zhonghua Rd., Hsinchu Industrial Park,
Hukou, Hsinchu, Taiwan, R.0.C. 30352
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Fax: +886-3-5972970

[Assessment]
Justification
Asset ID Decision Node Decision
(E.just.DT.CCK-2)
DT CCK-2.DN-1 NG Not utilized in specific security
mechanisms.
CCKA-A The generation mechanism
DT.CCK-2.DN-2 Yes adheres to established
cryptographic best practices.

Verdict: PASS
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[CCK-2 Functional completeness assessment]
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Asset No.

Document Verification

CCKA-A

Y

Verdict : PASS

[ CCK-2 Functional sufficiency assessment]

There is significant complexity surrounding the validation of cryptographic key

generation mechanisms and typically they will be implemented by a third party with

significant cryptographic expertise, who is unlikely to share details of such key

generation processes. Given these considerations, no functional sufficiency

assessment is provided for this requirement.

Verdict : NOT NECESSARY

[Supporting Evidence]

The TLS key pair is generated using secure random number generation and
conforms to industry standards with a 2048-bit RSA key length and SHA-256

signature algorithm, thereby adhering to established cryptographic best practices.
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Supported Server Cipher(s):
TLSv1.2 bits
Accepted TLSvl. bits ECDHE-RSA-AES256-SHA384
Accepted TLSvl. bits ECDHE-RSA-AES256-SHA
Accepted TLSv1. bits
Accepted TLSvl. bits ECDHE-RSA-AES128-SHA256
Accepted TLSv1. bits ECDHE-RSA-AES128-SHA

Server Key Exchange Group(s):
TLSv1.2 bits secp224kl

TLSv1. bits secp224rl

TLSv1. bits

TLSv1. bits secp256rl (NIST P-256)
TLSv1. bits secp384rl (NIST P-384)
TLSv1. bits secp521rl (NIST P-521)
TLSv1. bits brainpoolP256rl

SSL Certificate:
Signature Algorithm:

RSA Key Strength: 2048
CCK-2 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment PASS
Functional sufficiency assessment NOT NECESSARY

[CCK-3] Preventing static default values for preinstalled CCKs

[Requirement]

Preinstalled confidential cryptographic keys shall be practically unique per
equipment, except for:

— CCKs that are only used for establishing initial trust relationships under conditions
controlled by an authorized entity; or

— CCKS key are shared parameters required for the equipment’s intended

functionality.

NOTE: Confidential cryptographic key is a defined term. Other secrets, whose

disclosure cannot be used to harm the network or its functioning or for the misuse of
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network resources, such as secrets solely protecting intellectual property are not

covered by the definition of confidential cryptographic key.

[CCK-3 Conceptual assessment]

Equipment

v

For each preinstalled CCK

|

DT.CCK-3.DN-1

Yes Is this CCK practically unique per NoO
i_ equipment?

Pass

DT.CCK-3.DN-2
Is the CCK only used for establishing initial trust
relationships under conditions controlled by an No
authorized entity? l

NOT APPLICABLE

DT.CCK-3.DN-3
Is the CCK a shared parameter required for the
Yes equipment’s intended functionality?

No
NOT APPLICABLE

Figure 26 — Decision Tree for requirement CCK-3

[Assessment]

Justification
Asset ID Decision Node Decision

(E.just.DT.CCK-3)

The key is generated automatically
upon the device’s first startup,
DT.CCK-3.DN-1 No rather than being provisioned on

the production line with identical

CCKA-A

keys.

DT.CCK-3.DN-2 No After the initial trust is established,
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unique keys are provisioned and

used for further communication.

DT.CCK-3.DN-3 Yes

The embedded TLS key serves as
a shared root parameter required
for enabling TLS functionality

across all units.

Verdict: PASS

[CCK-3 Functional completeness assessment]

Asset No. Document Verification
CCKA-A Y
Verdict : PASS
[ CCK-3 Functional sufficiency assessment]
Asset No. Implemented
CCKA-A Y
Verdict : PASS
[Supporting Evidence]
Follow CCK-1
CCK-3 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment PASS
Functional sufficiency assessment PASS
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4.10 [GEC] General equipment capabilities

[GEC-1] Up-to-date software and hardware with no publicly known exploitable
vulnerabilities

[Requirement]
The equipment shall not include publicly known exploitable vulnerabilities that, if
exploited, affect security assets and network assets, except for vulnerabilities:
— that cannot be exploited in the specific conditions of the equipment; or
— that have been mitigated to an acceptable residual risk; or

— that have been accepted on a risk basis.

[GEC-1 Assets]

Asset No. Asset Software/Hardware

GECA-A WLRRTES-102 Software
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[GEC-1 Conceptual assessment]

Equipment

}

For each software and
hardware

| oT.eEc-1.oM-1 \

N /Does the software and/or the\qu
Y hardware contain publicly [
Y known exploitable /

LY vulnerabilities? /
S

Pass

[ For each hardware's and/or |
software's publicly known
exploitable vulnerability

/
/ DT.GEC-1.DN-2

/ \ -
Ne % Does the vulnerability FY'S
Y affect security assets or
! network assets?
| S|

No.15-1, Zhonghua Rd., Hsinchu Industrial Park,
Hukou, Hsinchu, Taiwan, R.0.C. 30352
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NOT APPLICABLE /

/

DT.GEC-1.DN-3

A
A
Voves

/!

¥

/

DT.GEC-1.DN-4

NO—
\ Is the vulnerability exploitable in the /
 specific conditions of the equipment? /
NOT APPLICAELE / N

—YES—{‘

NOT APPLICAELE

\Has the wulnerability been mitigated to/
an acceptable residual risk? /

/ kY

Y

/ DT.GEC-1.DN-5 \

NOT APPLICABLE

—YES— Fno
\Has the vulnerability been accepted on a/
A risk basis? /
X

Fail

Figure 27 — pecision Tree for requirement GEC-1

[Assessment]

Asset ID Decision Node | Decision Justification
E.just.DT.GEC-1
DT.GEC-1.DN-1 Yes Vulnerabilities are identified through the
use of vulnerability scanning software.
DT.GEC-1.DN-2 Yes Certain vulnerabilities may compromise the
GECA-A
security or integrity of network assets.
DT.GEC-1.DN-3 Yes The vulnerabilities can be exploited only
under specific conditions.
DT.GEC-1.DN-4 Yes The vulnerabilities are considered

acceptable.
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DT.GEC-1.DN-5 -

Verdict : NOT APPLICABLE

[ GEC-1 Functional completeness assessment]

Asset No. Document Verification

GECA-A Y

Verdict : PASS

[GEC-1 Functional sufficiency assessment]

Asset No. Implemented

GECA-A Y

Verdict : PASS
[Supporting Evidence]
1. The services are not publicly accessible and do not rely on third-party trust.

2. The use of a self-signed certificate is intentional and expected behavior.

Accordingly, this alert is classified as non-actionable findings and does not impact the

current risk level assessment.
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192.168.4.1

A Your connection to this site is not secure
You should not enter any sensitive information
on this site (for example, passwords or credit
cards), because it could be stolen by attackers.
Learn more

Bﬂ Certificate details

@ Cookies and site data

i8t Site settings

Your connection is not private

Hide adv

GEC-1 Summary Assessment Verdict
Conceptual assessment NOT APPLICABLE
Functional completeness assessment PASS
Functional sufficiency assessment PASS
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[GEC-2] Limit exposure of services via related network interfaces

[Requirement]

In factory default state the equipment shall only expose

— network interfaces; and

— services via network interfaces

affecting security assets or network assets which are necessary for equipment setup

or for basic operation of the equipment.

[GEC-2 Assets]
Asset No. Asset Software/Hardware
GECA-B Web Software

[GEC-2 Conceptual assessment]

‘ Equipment |

S

- ~
‘For each network interface and exposed service (via network 1nterfaces)‘

I

DT.GEC-2.DN-1

in the factory default state?

DT.GEC-2.DN-2

NO, YES.
oes the network interface or service affec l

N YES
Is the network interface or service available l

security assets or network assets?

[VE s the network interface or service necessary™NC

for equipment setup or for the basic
operation?

Figure 28 — Decision Tree for requirement GEC-2
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[Assessment]
Asset ID Decision Node Decision Justification
E.just. DT.GEC-2
DT.GEC-2.DN-1 No Web service is not enabled by
GECA-B default.

DT.GEC-2.DN-2 No Web Service is limited to basic
status display and does not
expose or modify any security
assets or network assets.

DT.GEC-2.DN-3 Yes Web Service is required for
initial equipment setup and
basic configuration

Verdict : PASS

[GEC-2 Functional completeness assessment]
Asset No. Document Verification
GECA-B Y

Verdict: PASS

[ GEC-2 Functional sufficiency assessment]
Asset No. Implemented
GECA-B Y

Verdict : PASS

92



No.15-1, Zhonghua Rd., Hsinchu Industrial Park,

’/25 B R 0 WA N Hukou, Hsinchu, Taiwan, R.0.C. 30352
Tel: +886-3-6006899

Fax: +886-3-5972970

[Supporting Evidence]
The built-in Web Service is required for initial equipment setup and basic
configuration in the factory default state. It is therefore considered necessary for

equipment setup, leading to a Pass result.

~ @ esp32-wifi-manager x +

& c © Notsecure  hips://192.168.4.1 A ¢ & Incognito
Web Service: Connected.

Authentication Required

Password:

Please refer to the back label.

v & esp32-wifi-manager X =+

€« c © Notsecure hitps://192.168.4.1 * %5 Incognito
Web Service: Connected.

MerryIoT Hub Setting

MANAGEMENT

System Management

STEP 1. SET SYSTEM

Configure System Setting

STEP 2. SET LORA

Configure LoRa Setting

STEP 3. SET NETWORK

@® Ethernet
O Wi-Fi
O Dual WAN
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GEC-2 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment PASS
Functional sufficiency assessment PASS

[GEC-3] Configuration of optional services and the related exposed network
interfaces

[Requirement]

Optional network interfaces or optional services exposed via network interfaces
affecting security assets or network assets, which are part of the factory default state
shall have the option for an authorized user to enable and disable the network

interface or service.

[GEC-3 Conceptual assessment]
( Equipment )

—

For each optional network interface and exposed
optional service (via network interfaces) that is
part of the factory default state

Y

DT.GEC-3.DN-1
YE!
re security assets or network assets affected 81

=

by the network interface or service?

NOT APPLICABLE

DT.GEC-3_.DN-2

YE! NO

Is an option provided for an authorized user
to enable and disable the network interface
or service?

Figure 29 — Decision Tree for requirement GEC-3
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[Assessment]
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Asset ID

Decision Node

Decision

Justification
E.just. DT.GEC-3

GECA-B

DT.GEC-3.DN-1

Network-facing interfaces or
services may introduce risks
to security-critical and

network-connected assets.

DT.GEC-3.DN-2

Can enable or disable through

system settings

Verdict : NOT APPLICABLE

[GEC-3 Functional completeness assessment]

Asset No.

Document Verification

GECA-B

N/A

Verdict : NOT APPLICABLE

[ GEC-3 Functional sufficiency assessment]

NOT APPLICABLE

Verdict: PASS
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[Supporting Evidence]
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The built-in Web Service is required for initial equipment setup and basic

configuration in the factory default state. Once the user has completed the

configuration and the network connection is established, the Web Service is

automatically disabled.

v @ esp32-wifi-manager x +

<« C O Notsecure hitps://192.168.4.1 Yo & Incognito

Web Service: Connected.

Authentication Required

Password:

Please refer to the back label.

v @ esp32-wifi-manager x +

€ C  © Notsecure  h#ips//192.168.4.1 ¥ & Incognito

Web Service: Connected.

MerryIoT Hub Setting

MANAGEMENT

System Management

STEP 1. SET SYSTEM

Configure System Setting

STEP 2. SET LORA

Configure LoRa Setting

STEP 3. SET NETWORK

@ Ethernet
O Wi-Fi
O Dual WAN
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GEC-3 Summary Assessment Verdict
Conceptual assessment NOT APPLICABLE
Functional completeness assessment NOT APPLICABLE
Functional sufficiency assessment NOT APPLICABLE

[GEC-4] Documentation of exposed network interfaces and exposed services via
network interfaces
[Requirement]

The equipment’s user documentation shall contain a description of

— all exposed network interfaces; and

— all services exposed via network interfaces,

which are delivered as part of the factory default state.

[GEC-4 Conceptual assessment]

Equipment

For each network interface and service exposed via network 1nterfaces‘

|

DT.GEC-4_.DN-1

as part of the factory default state?

YES
Is the network interface or service delivered l

DT.GEC-4.DN-2
NOT APPLICABLE YE N
Is the exposed network interface or exposed
described in the user documentation?
Pass Fail

Figure 30 — Decision Tree for requirement GEC-4
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[Assessment]
Asset ID Decision Node Decision Justification
E.just. DT.GEC-4
DT.GEC-4.DN-1 Yes Web service is available
Details of the exposed
GECA-B
DT.GEC-4.DN-2 Yes network interfaces are
provided in the
user-facing
documentation
Verdict : PASS
[ GEC-4 Functional completeness assessment]
Asset No. Document Verification
GECA-B Y

Verdict : PASS

[ GEC-4 Functional sufficiency assessment]

NONE
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[Supporting Evidence]

1.2 When connected to the SSID, the setup page will open automatically. If the
web page doesn't open automatically, please use Firefox or Chrome to open
"192.168.4.1" manually.

For security purposes, the user also has to input the Password on the back
label as the GUI passwaord to get into the settings pages.

© Notsecure  hips;//192.168.4.1 b £ Incognito

Web Service: Connected

Authentication Required

Password:

Please refer to the back label.

Login

Figure 2 — WEB UI-1

GEC-4 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment PASS
Functional sufficiency assessment NONE

[GEC-5] No unnecessary external interfaces
[Requirement]
The equipment shall only expose physical external interfaces if they are necessary

for its intended functionality.
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[GEC-5 Assets]
Asset No. Asset Software/Hardware
GECA-C USB TypeC Connector Hardware
GECA-D Reset Button Hardware
GECA-E Setup Button Hardware

[GEC-5 Conceptual assessment]

YES\ 1s the physical external interface
necessary for the intended

Pass

‘ Equipment

v

For each physical external interface

v

DT.GEC-5.DN-1

functionality?

NO.

Fail

Figure 31 — Decision Tree for requirement GEC-5

[Assessment]
Asset ID Decision Node Decision Justification
E.just. DT.GEC-5
GECA-C The user manual
GECA-D DT.GEC-5.DN-1 Yes includes descriptions of
GECA-E all external interfaces.
Verdict : PASS
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[GEC-5 Functional completeness assessment]

Asset No. Document Verification
GECA-C Y
GECA-D Y
GECA-E Y

Verdict : PASS

[GEC-5 Functional sufficiency assessment]
NOT APPLICABLE.
Verdict: NOT APPLICABLE

[Supporting Evidence]

The physical external interfaces are essential for the intended functionality, and these

interfaces are mentioned in the user manual.
SETUP BUTTON

LED\ L Y
p

'y

N

TypeC Connector

RESET BUTTON
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Buttons
Port Count. |Description
Reset Button 1 Press and hold for 5 seconds to reset the
MiniHub Pro to factory default settings.
Setup Button 1 Press and hold for 5 seconds to clear the Wi-Fi
P cache and switch back to AP mode.
I/O Ports
Port Count | Description
USB-C Port 1 Reserved for future development
GEC-5 Summary Assessment Verdict
Conceptual assessment PASS
Functional completeness assessment PASS
Functional sufficiency assessment NOT APPLICABLE

[GEC-6] Input validation
[Requirement]
The equipment shall validate input received via external interfaces if the input has

potential impact on security assets and/or network assets.
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[GEC-6 Conceptual assessment]

[ For each external interface

N DT.GEC-6.DN-1 vES
Is the interface capable of receiving input? l
[For‘ every means of receiving input}

v

DT.GEC-6.DN-2

YE Is input validation functionality used for }No

input that has potential impact on security
assets and/or network assets?

Pass

Figure 32 — Decision Tree for requirement GEC-6

[Assessment]
Asset ID Decision Node Decision Justification
E.just. DT.GEC-6
DT.GEC-6.DN-1 No The WEB GUI and
interfaces are available for
input operations.
GECA-C
Entering special characters
GECA-D
DT.GEC-6.DN-2 - or strings is interpreted as
GECA-E
an incorrect password.

Verdict: NOT APPLICABLE
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[GEC-6 Functional completeness assessment]
NOT APPLICABLE
Verdict: NOT APPLICABLE

[ GEC-6 Functional sufficiency assessment]
NOT APPLICABLE

Verdict: NOT APPLICABLE

[Supporting Evidence]

None.
GEC-6 Summary Assessment Verdict
Conceptual assessment NOT APPLICABLE
Functional completeness assessment NOT APPLICABLE
Functional sufficiency assessment NOT APPLICABLE

4.11 [CRY] Cryptography

[CRY-1] Best practice cryptography

[Requirement]

The equipment shall use best practice for cryptography that is used for the protection
of the security assets or network assets, except for:

— cryptography used for a specific security mechanism, where a deviation is
identified and justified under the terms of sections ACM or AUM or SCM or SUM or
SSM.
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[CRY-1 Assets]

Asset No. Asset Type

CRYA-A WLRRTES-102 Security

[CRY-1 Conceptual assessment]

Equipment

h

For each cryptography used to protect
security assets or network assets

}

DT.CRY-1.DN-1

Is the cryptography used for a specific
Yes security mechanism, where a deviation is NO
identified and justified under the terms of
sections ACM, AUM, SCM, SUM or SSM?

NOT APPLICABLE
DT.CRY-1.DN-2
Yes Is the cryptography best practice concerning the
{_ rotection of the security assets or network assets? No

Pass S

Figure 33 — Decision Tree for requirement CRY-1

[Assessment]
Asset ID Decision Node Decision Justification
E.just. DT.CRY-1
CRYA-A There are no dedicated
DT.CRY-1.DN-1 No security protections
implemented for ACM, AUM,

SCM, SUM, or SSM

DT.CRY-1.DN-2 Yes Cryptographic methods

following industry best
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practices are implemented to
protect the confidentiality and
integrity of security and

network assets.

Verdict : PASS

[CRY-1 Functional completeness assessment]

Asset No. Document Verification

CRYA-A Y

Verdict : PASS

[CRY-1 Functional sufficiency assessment]

Asset No. Implemented

CRYA-A Y

Verdict : PASS

[Supporting Evidence]

Best-practice cryptographic methods are applied in the DUT to protect assets.
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A BROWAN

o=

| WicFi

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

| | B ARendEFIEE QAQAQAER

ADA® m

N ipaddr==192.1684.1

No. Source Destination Protocol Length

1 153 Applice
2 1 54 11184 -
1 2 q
631621 2 1 ce 54 11184 -

11 2025-09-02 08:27:43.227012 192.168.4.2 192.168.4.1 TLSv1.2 701 Applic
14 2025-09-02 08:27:43.384444  192.168.4.1 192.168.4.2 TLSv1.2 152 Applic
15 2025-09-02 08:27:43.429373 192.168.4.2 192.168.4.1 ce 54 11184 -
20 2025-09-02 08:27:43.666143 192.168.4.1 192.168.4.2 TLSv1.2 446 Applic
21 2025-09-02 08:27:43.710487 192.168.4.2 192.168.4.1 cp 54 11184 -
22 2025-09-02 08:27:43.715962 192.168.4.2 192.168.4.1 TLSv1.2 681 Applic

23 2025-09-02 08:27:43.893746 192.168.4.1 192.168.4.2 ce 54 443 »
24 2025-09-02 08: -902606 192.168.4.1 192.168.4.2 TLSv1.2 151 Applic.
25 2025-09-02 08:2' .958270  192.168.4.2 192.168.4.1 ce 54 11184 -
26 2025-09-02 08:2 4.058010  192.168.4.1 192.168.4.2 TLSv1.2 430 Applic
27 2025-09-02 08:27:44.099481 192.168.4.2 192.168.4.1 Tce 54 11184 -
28 2025-09-02 08:2' .599671 192.168.4.2 192.168.4.1 TLSv1.2 677 Applic.
29 2025-09-02 08:2 .623288 192.168.4.1 192.168.4.2 TLSv1.2 153 Applic
30 2025-09-02 08:2 .673454  192.168.4.2 192.168.4.1 cp 54 11184 -
31 2025-09-02 08:27:45.753516 192.168.4.1 192.168.4.2 TLSv1.2 1105 Applic
32 2025-09-02 08:27:45.799448 192.168.4.2 192.168.4.1 ce 54 11184 -
33 2025-09-02 08:27:47.078369 192.168.4.2 192.168.4.1 TLSv1.2 681 Applic
34 2025-09-02 08:27:47.127553 192.168.4.1 192.168.4.2 TLSv1.2 151 Applic
35 2025-09-02 08:27:47.169915 192.168.4.2 192.168.4.1 ce 54 11184 -
36 2025-09-02 08:27:47.298288 192.168.4.1 192.168.4.2 TLSv1.2 430 Applic
37 2025-09-02 08:27:47.339767 4.2 .168.4.1 TCP 54 11184 -

Frame 3: 1157 bytes on wire (9256 bits), 1157 bytes captured

Ethernet II, Src: BrowanCommun_30:04:01 (00:16:16:
Internet Protocol Version 4, Src: 192.168.4.1, Dst:

:01),
192.168.4

Transmission Control Protocol, Src Port: 443, Dst Port: 11184

Transport Layel

r Security

a4 6b b6 3d 83 44 00 16
04 77 03 97 00 00 ff 06
94 02 01 bb 2b bo 00 02
14 01 Oc 79 00 00 17 03
00 04 14 32 c3 47 4e f0
4c 98 f5 98 ba 5a d9 c2
17 @3 03 00 1a 00 00 00
70 bd d6 f6 a6 00 c5 57

16 30 04 01 08 00 45 00
2a 96 cO a8 04 01 cO a8
76 fe d5 7a 4b 90 50 18
03 00 25 00 00 00 00 00
9b 91 25 32 5b 83 62 a0
99 1c ef od @9 of b2 22
00 00 00 04 15 19 a7 86
82 6c 2c 3b a9 b8 83 17

Supported Server Cipher(s):
TLSv1.2 bits
TLSv1.2 bits
TLSv1.2 bits
TLSv1.2 bits
TLSv1.2 bits
TLSv1.2 bits

ECDHE-RSA-AES256-5HA384
ECDHE-RSA-AES256-SHA

ECDHE-RSA-AES128-5SHA256
ECDHE-RSA-AES128-SHA

Key Exchange Group(s):

bits
bits
bits
bits
bits
bits
bits

secp224kl
secp224rl
secp256rl (NIST P-256)
secp384rl (NIST P-384)
secp521rl (NIST P-521)
brainpoolP256r1

SSL Certificate:
Signature Algorithm:

RSA Key Strength: 2048
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CRY-1 Summary Assessment Verdict

Conceptual assessment PASS

Functional completeness assessment PASS

Functional sufficiency assessment PASS
---------- THE END OF REPORT----------
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